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Abstract The degrees of completeness and avalanche effect and strict avalanche criterion for SHA-1 with increased
number of steps were statistically analyzed. In order to improve the performance of collision resistance and nonlinear dif-
fusion for SHA-1, the original algorithm was improved for its design defects and vulnerability indicated in the field of
the current cryptology. The improved algorithm with mix function applied inverse message expansions sequence and in-
serted Integer tent maps at the first round of mix function, to accelerate differential diffusion,to alter the original linked
variables passing method, to correct the inner design architecture defects of the algorithm. The test and analysis results

proved the reforming algorithm improved the degrees of nonlinear diffusion and enhanced the security of the algorithm,
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3 1. 600000 0. 983498 0. 914854
7 1. 000000 0. 999882 0. 996341
10 1. 000000 0. 999888 0. 998596
15 1. 0600000 0. 999891 0. 998586
20 1. 000000 0. 999879 0. 998593
30 1. 000000 0. 999885 0. 998587
40 1. 000000 0. 999896 0. 998585
60 1. 000000 0. 999892 0. 998587
80 1. 000000 0. 999890 0. 998586

M 4 ATLLE ), E B EKF «=0. 05 KIESLT , Btk
SHA-1 BHHEEE d A 3 2 E R S RavL B AT B i
KRS TRBALE d. BT S BB d. S BIFERAR 7
AR 10 MZEREAT & AR EFXE, SRV BRETERIE
B4, B8, 5 SHA- 1 BEREFHERKEBY RBH
SHA-1 B ESHY BUSHAHE R (nR 1.5 3 5D Bk
RS BA TERBENNE.

3.6 MHNERUEESH

A 2.3 TRy ek, MRty SHA-1 Bk bR R i

frEMmB R, MG R0k 5 s,

5 i SHA- HENBHESRMFRGE T LR

number of 1 5 10 20 40 80
Iterations

Average
distances
/character

61,411 83.621 85.342 85.346 85.341 85.336

M35 ATLLES, ik SHA-1 B 1025 ]
AR FR T HIE RS TRE, RS 5k
HHH, SHA-1 B S8 30 UEHB A H BB TRE, X—W
REREW, A 1 WEERFE MNP (512 P, %
# SHA-1 B4R A 10 AR AL HE, B BIMm A
A sk 3 B B FE ST b BDAR X4 T A E S L A3
SIBEHUT TR .

3.7 BHEEMBITRE

2 6 4T P4,2. OGHz 8 &4 T, B CET LN
SHA-1 Rt i) SHA- 1 AEHNEFWMIRER. MK 67
R, BHERNPATHER SRR RER.

%6 ks SHA-1 o B

Data Length(B) 240 2048
Speed of SHA-1(Mbps) 164. 68" 189. 95
Speed of the Improved SHA-1(Mbps) 148. 22 176. 98

&RiF BRixd Hash REEARBE T RS HA
WA E . Bk, 72507 Hash BIE MR LM,
%t Hash RGBS SR BTY BERBEFELITR
MEABEY . S FRI S Bk 0 R R R HEAT—
%t Hash eR ¥ PP A4 RIZ MHEAT. 430X SHA-1 B9dELR
Py B R REE R AT T BT, TR LIHIRE S
EAREN B AR, 3 SHA-1 BEHHT TR0 . BSBREN
BHGERBEEH LR #FTE3, Bk, £ A SHA-1 &KE
AR EREB G BT SR A A SR
SHA-1 ¥, 55 L RFA KET SHA-1 KA MK
F4.



2 % X W

[1] NIST. Secure hash standard[S]. Federal Information Processing
Standards, FIPS-180-1, April 1995

[2] Wang X Y, Yin Y L, Yu H B, Finding collisions on the Full
SHA-1[C] // Advances in Cryptology—Crypto’05, LNCS 3621.
2005,17-36

[3] Wang X,Yao A,Yao F. New Collision Search for SHA-1[C]/
Presentation at rump session of Crypto 2005

[4] National Institute of Standards and Technology. Announcing the
Development of New Hash Algorithms for the Revision of FIPS
180-2[ S]. Secure Hash Standard, Federal Register, January
2007

[5] Weister AF, TavaresSE. On the design of S-boxes[ A]//Dvances

in Cryptology-CRYPTO’ 85[ C]. Berlin; Springer-Verlag, 1986
523-533

[6] 4kME,.KER, SRS SEFHEERT BEEH RS2
1], Bl ,2002,23(10):122-128

(7] BfloT,ZHER, FHk BT ERKERHERSREN S
&) Hash skt (). Y938 %4R , 2006,55(11) : 5700-5706

[81 Jutla C S,Patthak A C. A Simple and Provably Good Code for
SHA Message Expansion[R]. Cryptology ePrint Archive, Re-
port 2005/247,2005. http: //eprint. iacr. org/

(9] XEAK. £ TBEGEAKESS KM E Hash BB R H RS
BT TEBFES KR, 2008,45(3) : 563-569

[10] Shannon C E. Communication Theory of Secrecy Systems[]].
Bell Systems Technical Journal,1949,28.656-715

(L#F 119 1)

WA 2() (W FiR, BES BT IHER L kb,
PDF ZHAAXT 44, ATH RINAEX M=, XR-RHT k=
0. 00002 B, BN #F BE L 50 , YR85 B B K ) G(A) 41 R
B0 B4R, BB AL MIE R S A N, MBS REH TR
. {B—B Bk AR % SR E B h SR Th R 35
KKRIE T k=0. 7 i}, Bl B SE BB 4%, 7E 2688 HiRt & ik
BERREN GAAR  BEAMEINERRE, SR
RYF. (B— B BIRER P A AR HIR LB KR
AT ; £=0. 001 F1 k=0, 1 bt , (P B BEFHRESE
B RAR G — & LB AL ER , 7 B b Aot i R B el 25 SR
hRAETR.

X2 AR EETY SHEBEX PDF & ATH f5m

PIEIIE BN . 5% NS-2 {5 E T S84 2000mX
2000m BRI ; BE5E R 45 A 500 BENLA R AR 35 &, B4
W RMBEHEBEAME; B4 S NE G AR EE L 200m, B
AT EAB M E B2 D4k 10m;GAAEHRBKE N ¥ 10,
TEARE & EHTFABES B ST HEE (0~30m/s), 3
% PDF & ATH. fiE4R0E 3(a) (D) FiR.

= 33,
095 ~ ~'.‘;.1 - 32
) A =y 3l SR
09 N = r,'/o’/"’ R
. o T 3 T
5 oss DU o 2T
N e g -8-k=0.00002 REX
08| ST 28; | k=001
7] o000 REA] N as
Y o 27} |» 07 MUBE ]
> k000t N G
0751 | Simot . S PN et e
07 REBE el I
0.7 2.

o s 10 15 20 25 30 o 5 10 15 20 25 30
# X% H# R wss)
(@) ¥ AP s K 5PDF

A3 LB2HHALERE

i 3(a) (DR BEEV R TR EELF. B
/I, PDF RIS B, ATH RIM AN 2, FEE A
HEERNES, FRERATANERER. HHEET AT
WBEE L F, k=0. 0002 Y, Bp 2l 3% B 1% %, PDF R
¥ ,ATH FHEE£=0. 7 o, Bl S B 12 164%, PDF £ 8
#,ATH RHEIF;£=0. 001 1 k=0.18},PDF } ATH %
REF,

SR\ AXRET—RBEHAENBRNERRERM

¥ AH A K (mis)
(b) ¥ &P 5 HKATH

FEHERNEER G AR GE T TAEMNE
RitE. MGELET SR L ATER FERENONE, A
TR IR R R B E T . LMK SISt R R, 8
WEEERREER, B ARIE T th BB e 5 X
P8 2L B/, AT SRR B P AN E B K B AR IE T B
WHERRR. (HHKB R, AU AT DR @ M 4%
ARELVET & 18, 7T LATE B iy G0 ¥ 2 B oy RO 3 2 [ i
BAFHIALE -

% X M

[1] XuanD,Jia W,Tu W Q,et al. Distributed Admission Control for
Anycast Flows [ J]. Transactions on Parallel and Distributed
Systems, 2004,15(8) :673-686

[2] Hsu W H,Tung M C,Wu L Y. An integrated end-to-end QoS
anycast routing on DiffServ networks[J]. Computer Communi-
cations, 2007, 30(6) : 1406-1418

(3] Wang X . Analysis and Design of a & - anycast Communication
Model in IPv6 [ J]. Computer Communications, 2008, 31 (10);
2071-2077

[4] Hou Y T,Yi S,Sherali H D. Optimal base station selection for
anycast routing in wireless sensor networks[J]. IEEE Transac-
tions on Vehicular Technology,2006,15(3):813-821

[5] Dow C R,Hsuan R, Hwang S F. Design and implementation of
Anycast protocols for mobile Ad-hoc networks[ C] // Procee-
dings of ICACT’ 2006, Phoenix Park, Korea: IEEE, 2006: 419-
424

[6] Perkins C E,Bhagwat P. Highly Dynamic Destination-sequenced
Distance-Vector Routing(DSDV) for Mobile Computers[C] //
Proceedings of ACM SIGCOMM’94. 1994 ;234-244

[7] Lin T,Midkiff S F, Park J S. Mobility Versus Link Stability in
Simulation of Mobile Ad hoc Networks[CJ // Proceedings of
CNDS’03. 2003:3-8

{8] Haas Z J, Pearlman M R. The Performance of Query Control
Schemes for the Zone Routing Protocol[ JJ. IEEE/ACM Trans-
actions on Networking, 2001,9(4):427-438

e 145 -



