F36E FI0H

it B B R ¥

2009 4E 10 B Computer Science Oct 2009

BHBALANZRETHERBERSHERASR

Fk KWW BIF
(RREFTRARE KX 430070 CARRIBR¥FTENMFELEHAFEKR % RE 150001)°

B OE ATRALAHELNS, B35 4% M % (Mobile Ad Hoc NETwork, MANET) & 5 & % & # £ shfo ik sh &
&, B MANET R4 THEZHBBELEF X, EIEZAAKGFETAARR LS, TR R BIELH R fo by
BT EABRKOFB, N THEXL . EAH MANET R4 B A €28 E b5 £R &L, £ A OPNET M43 4
Fods A LR MANET RERBE TR FITARTTEL S XA . ZRAUARESME I A RUG AR AL RE
TR FTARATT BMEM, F# 47T RiEf R K, OPNET @i £ 44K %k WLAN # 8 #= MANET &% % £ 4,
MG EEEFARBT EEEEAGELHE, F@ER TEERFEITAHS MANET R 6 %h, 4 R AP HEA K45
Wnl & THERBITA,

E@iA BH U, AR, FAHE

fEZESES TP309 XEIRINE A

Research on Modeling and Simulating the Threats in MANET Environment

ZHU Li-na®** YUAN Wei-dong'
(Wuhan Digital Engineering Institute, Wuhan 430074, China)!
(School of Computer Science and Technology, Harbin Engineering University, Harbin 150001, China)?

LI Bing-xin'

Abstract Comparing with the traditional network, the Mobile Ad Hoc NETwork(MANET) is more vulnerable to va-
rious proactive and passive attacks. Building an efficient and practical benchmark for researching anomaly behaviors
through modeling the possible threats and ways of attacks in MANET environment is very beneficial for verifying and
testing some proposed detection and provention related approaches, It also establishes a significative base for exploring a
secure MANET environment. This paper presented some approaches of modeling and simulating some typical abnormal
behaviors like Worm hole, Black hole and Routing Jams commonly occurred in MANET. Those approaches depict the
abnormal behaviors exactly. The verification and tests in simulation scenarios were also conducted in experiments with
better perférmance.
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