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Abstract As there exists large amounts of user’s sensitive information in the application of big data for location, a kind
of anonymous location protection method was put forward in this paper, which is based on Bloom Filter with multi-Hash
coding, to solve the privacy leakage in analysis of massive data. Heuristic privacy metrology divides anonymous area to
hide real data of location. Keeping the search target adjacent in Euclidean distance can optimize the area of spatial anony-
mous box,and the introduction of similarity factor in query service for dividing policy can reduce space debris. It can ef-
fectively blurred target node, with deployment of trusted anonymous server between the mobile user and the server by
third-party, to resist malicious privacy attack. Theoretical analysis and simulation results show that the new algorithm

can optimize the anonymous space and improve the privacy protection effectively, and it has better time complexity in

the construction of massive data sets.
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