36k FoM

N

Computer Science

2009 4E 9 A Sep 2009

EHEXM TR RELEEERR

% & W K BEE
(HEAEHEARAFHADREALRE B 210093)

B E BPREARZAHBAEASF L LN INELAANELAF, EAUA—LHENFALRE TS, efE

WAH R AR SN ZAATHEARYP R ENERCAAMARLEZ—. B, RERELHBRGMALEE A

RAARBHINEGERREFT 2, BERFERERTAIAAZREHAHARATE MR TERL EN X EHRLET
Tk, M ELREGI LN TRBRGH AL RETEA T EFGELE TR, SN LEEH . ELBESF

AEBRHAHARTRT AR BAMAKAZAZTAGEN TN, H AN BPERBTTREINEHR,

X iR RPAE, LA T, &, ELRE,RBA,LEH

hEESES TP306 kARG A

Study of Security Metrics of Software System for Comparative Evaluation
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Abstract Quality of protection can be seen as the security target of security modules when doing their security treat-
ments, which can be judged by quantitative criteria. The question of how to evaluate whether the current software sys-
tem has fulfills the quality of protection target objectively and effectively has become one of the hotspots of research.
Currently, however, most security professionals use the qualitative method for security evaluation, which is highly sub-
jective and makes the evaluation result dependent on the individual experience and thus unreliable. So what needed are
substantive and quantitative security metrics. Because of the complexity and the difficulty of implementing the security
metrics,a novel security evaluation model was presented in this paper, which analyzed the relative security level of given

systems from the views of attack surface,denial of service and attack graph. At last,a general discussion for the process
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and the result of the evaluation were given.
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MEEFREN B2 AAAUENRGZRERENK
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(2),++, ASMa)Y IR, FRARRERERUSREEEL
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ERE. ERNEERREY K. RFBBELALIRERA.
r=benefit/cost, X benefit X} b7 497 3 . 8 8 FBE 9 5 R
privilege, type 1 type, S A< FIZL 25 MB{E BRI T £
B REE, i E A PO A R AR R T,

TE X 3(HH, attack class) BRI —HHMAFEREE
#oE H R AT AR AR, HI RSB IR T A B ¥
EER/R . TERERFH B LN ARBEARARNFELHABRTAR
RGP EEEANBEER . BAREIAE % Gl E R
3PMEBRE.

s i #2 (MAC, method attack class) : RGP H B
BIFE, Zrh BT W s A A R AR A7 BUI 5

« # 8 B # # (CAC, channel attack class): R4 @ iE
BF8, g o8 iE A A F 28 B B

» BB EH S (DAC, data attack class) : RGP BIEN T
&, K Bl W BRI A A R A 25 B BURL

EX 4(BE, attack surface) BHEHERSEREN
AR SR E B M. T80t (attackability) RIS &
IR B T A R R AT e, BL0H B X B IR A A8 L3
BARK r=benefit/cost B, AHFEWRAE LTI =7
#.(MA,CA,DA) , B,

« MA(method attackability) : /R FERERITEHE
Qe &oe3p=vil

» CA(channel attackability) : E/REHEHKEFLRITEHB
AT B B

» DA(data attackability) : %77 B H#E B 2+ B i # 7l
B S,

WHEERERK, X RARRES EZRAE, AT
INEXTRAERBALT L., WASKHRERSGIHITE LR
MERE, \TARE T EERR.

3.1.2 AE&@EAETEH

S 2 M EERIT, Bk SIS T IMAP f54R % »
THemBA UMA UDP £EH#F S S &8, AR5 1E Swi#T
BF, YIMEHEE S EY email 0. NixFIRPEREFEA
XHEERARBRRAS SHWEE. SHUXERR
FFEEA PL B F B S email 0.

B S H 7 B I AUBR A “root” Fl “user”, B E M B
“UDP”, ¥iE B2 B H“file” , FEBURA “root”, “authenticated”
#1“unauthenticated” , B XJ 4 [F] i BT 3% . A [7] 9 28 B sAR BR
R FBUR SR &7 R R, MK L 5.

F1 SHERERR/ KRS FRA

Method Channel Data .
et Access right
privilege type type
§ root>authenticated
root>>user UDP file >unauthenticated
Sy E gk 2 v,
#2 SHMEE
Method Channel Data

login(}, list() , fetch(),
close()

/etc/passwd, /etc/shadow,

portl43, port993 /etc/user, conf,/var/lib/user

T—# MR E W Bk R i Bt 2
« loginQ) 7 & A AL RR £ “root” , F BUA & “ unauthentica-
ted”;
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+ list() , fetch O , close ) J7 2 B AL BR R “ user” , FE AR

“authenticated” ;
+ i#iH Portl43, port993 KA R “UDP” , FEBUAL 2 “ un-
authenticated”;
« BB/ etc/shadow, /etc/ user. conf FIFHI R “file” ., 7
BUBUR“root”;
« BB T/ etc/ passwd, /var/lib/user B I K 2 “file”,
B “authenticated”,
AL AT R4 5 AN B2, 0k 3 B F . b &A%

TR R R B T R AT B .
%3 SHBEHEEMRS
attack Privilege/ .
set access right value
class type
MAC 1 { login() } root(2) unauthenticated(1) 2
Macz HStOMetchO gy authenticated(® L5
close() }
CAC1 { portl43, UDP (1) unauthenticated(1) 2
port993 }
DAC1 | /et/shadow, g ) root(3) 0. 66
/etc/user. conf }
pACz /et passwdi gy authenticated(2) i

/var/lib/user }
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« BAEFHREGERE ;

SAT , BE B SR A0 048 RS 345 60 1 A 432K 8K A T8
fE— AR, REREE S RELRHEMA. Wi, Smin
KR B R W e 7E £ 1 38 R GE RO AT S R BCAT Y s TR —
BT RAERRB Y REABREY, 5 mR—E
DoS KB BIHEHF EE3R MIBHRI4E 5 0 1s. X — PRI R MR H K
REGHEE KB, RN F—- M EXRERAFFERY
150ms X MR XA EE . Eit, X &R HANEW
B BTFARN MRS FEE(QoS, quality of service) TR,
XF ik, SCHR6 148 ) T 48 45 IR 45 B2 1 (DoS-impact) FE &, AR
FRRTELRFBEERN S NANEERE.
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—ANFGE0] L e R [R] B9 1 A 26 %Y (application category)
HA, 0 hp, ftp %, M — ARSI X HETHEFSFAHR.
¥ % (transaction) RAR— MR ENEF . ENFH SR
B SR R A B CEL AT LAY, S — MR T — X
HE BT —B& VoIP iki&. #xtE8—1F%, ERLUTF S
;#1RE ¥ (communication parameter) ,

« 3K /M & HE IR (request/response delay) : X % B &,
BRI

« B4 $p22 A ] (transaction duration) : §F 33 JE R H AW
ARFGIUAKFEFHETELE—ENENTER)

« BFRRFEIR (one-way delay) . ¥ 2 E & (packet loss) .
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Ko

— N ESFTERNF BN AR E, EERHEN
IR S BRI N RIS FIAR S A BB M L 82, LUK i TR
SZRMITMARKBN. REHHE—-MRAEHERE
TS BB 4> 1 (PFT, percentage of failed transactions),
BhIE4 MR M ER . X 4 5 HTTP,FTP, TELNET, IC-
MP #1 DNS # 5 ML FIEFINRF BT R, hME LRSS
BERMNRERR. ERAER WA "%, KPP Any
delay 7 M 5528 i s W B9 4 3 75 1 088 40 2 ) A EE SR |
[, Whole delay 2/~ MBS & HiF R B AT BLE B Bl
SEHRIFER A E .,

F4 FENAEIY QSHER

Category Req/resp delay Dur,
HTTP Any,RTT<4s <60s
FTP Any,RTT<10s <300%
TELNET Any, RTT<(250ms -
ICMP Whole, <4s
DNS ‘Whole,<4s

3.2.2 DoS-hist & ¥F DoS-level K ¥

X 5(DoShist LD 7RSS B IRBEARTIR T BEBS
BN AL BRI AN E A,

EX 6(DoS-level ER/) % DoS-impact HERH#ITR
BB — R B, BNEPFT () * wn, b R TR

SIAFIAIRE RS e TN R B AE , FUE AR AR 3
FEMARER HRAFETEEERERNNALINRTFER
BIAE ., HERA LIRRIEE — RS X DoS Wk B8
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BNMERR S EREEINT REZ R RE L,
2 R R MR BB 2 2L, Bl ST BRI N 0 BER
FIEEMMR S, &N AEINR R HAIEELET 0. MEZ
HEIR BEROR AR, 4 MR 95 B R L BIBE T, H AR A R
JERT R4 0 L AT 2K B M AR 3K L X B E 4 2 E R B 1] R
5 AT LUE R G b & R A BI7E F 39 B3R T A8y
WEE . BEEUTER, EE P RREFFEEH LT KL
B, B8 3% B S HIRY DoS-impact &, ¥ & RA
258 DoS-impact L BHTEH G BB L —K{H, B 4 DoS
level R B, HIXEMERK, RAR L LHEME, N L4
A RGEXHE 4 R %5 Bt B EE ) .
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M—HUBEEE /N J5) 38 ) B — A LA 3 K i 4 ok P33
M, AP RREERPEERE - A ENRE. B8NA

PR ERENENRANBEROERR. SHBEER
BER, W E RENE SR BB AN EM,. Hit,
BERBAERMF BRI HRIEHTE R ER, a7 LUE
AR E b TR,
3.3.1 &R

%A (Vulnerability) 91 B3 — M REET R .5
&K BRI, XLBETTREAPEETMENE
BRHEAA NMTFBEZLL. DRRATUERIEZS
SRR SRR LRERRE. BEERT LRERA
HERMGEITREFHRERTFEREZ L, HATREI LR
FRHEEMIN., NMEXEREFENLRBRHXERE, it
HERERAAEREZRERY. Hit, RARLZIHFRRK
EHARE., MAXERRATELESBARABENIK
5, MR BB R BGEE R BGE R K,
M E RERRE 4, BVE X BRI 2 A A B .
3.3.2 #%&kH

—MEAMTHETFENEZLENBERRYEHE
(attack graph)™ , A LAFR/RFTA A REFA R 3 — 1> R 48 247
BEANHIBRENEE. AHEANRTEARREEEEE
B B a7 RAENR R E N BT RRMEHY
R WEARRNWRBGENREANPE, TUFRR IR H LB H
EANARE, BT RA FXREPEANRROF .

f&8h B3R EAR, WA A B EDR R B R A AR R
THBCENLR., BTREEERER MG ZARERE
FuRERE, mEBBGEWRFHRTEESE, ABIX K
RERFBEATELEREIORA. WBEEEROIAR
K, RGMMRERBL L. B, 7 U REBE RN
WRIEAE RN REHITEL MG, XR7TIEARE
¥ Z 45 (state transition system) B, HAvR AR E X h—
EIBiF1HE, Al reach(s,d, p) TR BIRMO SN p BN
PR EERE P LBt s Plik Bk d; shell (A,
user) BA—TAP T UEEN A L HATHR R “user”
shell BfF . FMRF M P HREE (initial states) RBH L
BEEE R TR GEHMHREES, BRREH (goal states) R
RURAHZBRIREES EEATPREIAGERLK
BT “root” BB HIFLPR , W BE RN RARA Z MM F .
3.3.3 AW FEETEH

TEF RIS , B R S R IRFE IR .
DE R FTP. rhosts IS F; QXM BB Y. BdHET
KRR MFEHE A FI & 88, X BIBEE Bfn, BIZE S
A root” R . BEEEIWE 3 Fiw, H i,

< REB TR BT ERE A

« TAKE . PEPRET A

* SBIE : FI R/ 3hAE 5

B BIrREV K.

BHEHEEEXDBIRRE, B AEF HE R FTP. rhosts
EBRERNFKR S LB “user” B RFEAAEBE WX
2 IR AR 13 178 “root” . R T B BB HER IR
—WRBGE R B/MUT, BIEE 3, T UB BB REE
4K {sh (A, user), service (wulFTP, S, 21,12), reach (A, S,
21),reach(A,S,513)}, XARFERERL, N HAEEHHRT
AT A BA R MR, AT BIRRINIHRT A
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£. WTHRIMIBYSRES L, L HAKEMNHEREL S, S,
Z [ X R 2t 3 iFRETIHE .

WDELAILWEFE NS b S Z2HE. RZHF
2R

QERESHE, M S, 5 S, BLHHE;

QOFEULFEMHERL MR ERFEATSHESXE
B, 7] DURIE A R M T K TR R IE 5 PR A A X
SREMNHBPINE. HaERRES R AR 8
B RS BRERE. FRREEAELD, MBYE R, TR
BUE/N, MR I E MR E RSN TRA RGN EE#
BUE - EEEEE, WEBE K, FUBME D,

A5 HAE RN, 308 MBGE BT S B R
WR—ZAEREMER. ¥ THREZAREREMNER,
BABEFANRT A—EXE, MEREBEPR/NIT
B REAENRELR BRI IR,

< T Q ’z%&”‘ff?z’j

Sereach(4,5.513 ELFIP rhosts(4.5)

Sl:rshTrust(A,S,13

| E2:rsh_login(4,5) |

CS6:sh(S.13) >
#HAes
| E3:local_bof(S,root) ]

B3 ke

4 ZETH

PERMRENEZLALBIBREBEHENR, HEHE
BB AEEKNEE. A THRERGEAEEXBI#BE
#LEMKERE U EZ TR E BRI, Hil
FE AT, R RRER AN Z 2R EHLH
A%, RV ESEREBHRA A EZ. R BBIXTH
¥4 (comparative evaluation) g X HE—Fpr s, BRI JL
HRE2ERER. BESITEAE BN RAERERENK
HRGEHRFRA ST HE, AP UREARNEZ 26
EE NPEELREARB RSN ERGRE. BT
EAFAZHEIRBNZL2EREAR, WX E. . BEHE
%, 5TV R AL UESEMITFHHRERENE LR
;A% ET AP RO X 255, NTT#EF T8
RN ZLEI . GFAKRE, W HIFHFENRESRDR
RRERANHELTREARGRE FFEEMTREZ
EAAEE R, AR IR OB ERPEROER,

BEE 2 BRI R EMA MR, AR SCR B B3
HPRAS B B T R4 IR 5 FI LT 3 R R R T,
SR = REPHHEFRELSRE HMEREEHE
BUREKTHAFABRPEERTER. 3SEZHEEE
BEANARM AFEARGEFELSBNERRAEPHE
BAPEE, RREEMBREXBAARE. HHEEPHER
MEFREPHFTE. . S5HIVRBLERNEEUKXRENT
5753 H1 R BUE ; T B B i P AR RIS R T
AR SHTHPHBRSREERUMARE. _FER
RN EROAHERE . RHFEPHERBERRERE T RT
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U509 ARAS 428 E B BN, T 2 o B o B BRI R B
HITHEHRERE . N _FRXFETREMT SIS EE
DERBBBIES 3Bk, M FHELRS , MRS E TR
A—REARFENBEHTERE.

BRIEE 1 PR PFARR A A, R BT R4 IR % F K
HE 3R ERTEEADNERES MM T &4 ASM (4,
REHL ER/BI 3 > ASM 1T LA 22 (normaliza-
tion) , E— 43 T [0, 100X ] L {E. REREREALKR
AR ZLTRIT aw FATRAE, BI3T e i BBERE A, 7 W
A/ FBUEN 1, 32898 R GEOUE B e ; B 0, MY
RURGXMLFENEE B, B8 FE K ASM E 347 h0
BB EIR S K SSMER I ZRGREN BNELERAE.,
BEREX MFRELHEL, FUNRRELEF. B, 1
BAR AT LA OB RG22 FEIAER 24 .

B ARG RNEETEREHN . BRENTESE
BelMAHERENELRNRAREHN. AT, R
HWAEAEHRERELFABRLEN . ALK 3R
AR IBSHELZLEE WMERZEHEELULRE
FHRRPRRBFRE, ARE—EBE LA T -84
REREHERME. hTHELHETRAMN TIEFTRB, I
AREEERRRAELAELMRAERIERZ N, HILIZE
BERA—EHRRYE. MERZLERNERR BLLAES
MERITE, AT ZAER R . R M KO RENE
I EERBRBAER .

BRE HENEKGRERSHEERKABRE, 0/
BERPEERN BN, BH R TRATROHR. K308
HMBGEE EER SR EHE 3 MAESHFRT 1R
SZRBR B BAURRY 3 B 2R, S T HMKER
TRARFE AR R G 0 T B P o 40k 38 7 Rk
B, B HRERIE AT REXRERF—RERHAMBRE
HTEE X IR, BT E2E RIS TREE 45
HEEREEIBEGESERE RGBT HR K RE, B
RE. R, RAANTENTHE—L5E, Xt BEIEEH 3
AT7 E i — 2 MR E R RER — T AN E 2 REEHTE
ZHIEAE L R BRI RE TR
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cer (C,D)="—; u @

_Elcard( NChd = _HlPa). aicho

= 1=

1, a,-(z:)?&*,\‘/aje ”C"
Pa/(“C”): ‘_/i_.y a,'(I)= *»Va]E"C” (5)
R EE cov(C,D)EXN:
Seard(|CAD ) » TP, (I Cll>

cov(C,D)= card DD (6>

o HREERMMELEREE Py (| C 1) HRIER )
B, Scard(| CAD] 0 = TTP, (I CllD BREEFAR
AR R A U MIRE R BB 5 F— M R R
SELMARARITRN , AR P, () CID=1mR%
ATRERF2 SAUN UL P, I C ) rxt R ks b %
R R A B2 B
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