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Self-distribution of Network Security Policy Based on Structure-dissimilarity

TANG Cheng-hua YU Shun-zheng
(Department of Electrical and Communication Engineering, Sun Yat-Sen University, Guangzhou 510275, China)

Abstract The operations of security policy’s request, update,and execute have put forward higher requirements of the
policy distribution. For purpose of resolving the distribution efficiency of the network security policy, the security policy
self- distribution mathematic model and structural model were proposed based on structure-dissimilarity, which intro-
duced the concepts of distribution factor, security domain, etc. Expression and making ways of the structure-dissimilarity
policy faced on attribute characters and operation were analyzed emphatically. The security policy searching algorithm,
comparing algorithm, structure-dissimilarity policy building algorithm, address assigning and data transmitting algo-
rithm based on security domain were presented. Compared with the classical entire distribution model, the proposed

methods are superior to enhance the system security policy disposal efficiency, and occupy the lesser resources of net-
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work channel.
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