B3 E HoM it B O OB %
2009 ££ 9 A Computer Science Sep 2009
—METHEEENIGTRAEHHRERE

* % wRE B h K &
(RAEKFTEARH R R 430074

B OE SHTAEANEGHAGGEASHASAN LEVMBRARGHAAOHE RET —HATHELE
& o4 5 A X425 7 % % (Intrusion Prevention System, IPS)## , #AE LT AAaTHNELR . RAXTHEY
P X THE A RSFGREN, B LY S A AREE B RAEA TR, A AR 6N B AR RS, AR
AAMELE, TRAN MATAREAY S FXANEEHARGAS AR,

%GR SFAXNBGHEARL, RB AR, B0

hEES %S TP393.08 TRARIRE A

Distributed IPS Model Based on Near Neighbor Distance
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(Wauhan Digital Engineering Institute, Wuhan 430074, China)

Abstract The characteristics and problems of Intrusion Prevention System (IPS) architecture were analyzed.and a dis-
tributed IPS model based on near neighbor distance was proposed in this paper. In the model, message types transmitted
between cooperation nodes were defined,and a message-based cooperation method was adopted to enhance the flexibility
for system deployment. In order to reduce the redundant message, the distance between nodes was calculated and the

communication region was optimized in the model. The experimental results show that the model decreases the IPS net-
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work load evidently.
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