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Abstract The certificate-based encryption (CBE) is a new PKC paradigm which combines traditional public-key en-
cryption (PKE) and identity based encryption (IBE) while preserving their features. CBE provides an efficient implicit
certification mechanism for a PKI and allows a form of automatic certificate revocation, while it is not subjected to the
private key escrow problem and secret key distribution problem inherent in IBE. This paper presented an efficient pai-
ring-based CBE scheme and proved it to be IND-CBE-CCA secure in the random oracle model based on the hardness of
the p-BDHI problem, Compared with other existing CBE schemes, this scheme has obvious advantage in the computa-
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tion performance,
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WEHRB, g BR— N KEYGP, M1 P, 29AE G Al G WE
BIT; Best 0:.G—~G A H G Bl G WRSHEMR o(P) =
Py &8 .G XG—~Gr AT HR, MERZ H T HERZH
RS (D WK S TFEEN P €6,Q€G;,a,0€7Z
HeaP,bQ =e(P,Q)*, (2Bt e(Py, P)F 16,0
O A EYE X FEEY PEG .QEG  FERBMAEREIT
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A3 CBE R L 25 T T & pBDHI(p-Bilinear
Diffie-Hellman Inversion){Bi% "%,

EX W(p-BDHIE®) #® G G BB WER ¢ 89
EEFEE,Gr RY IR ¢ WIRIEMEIREE, P 71 P, 2318
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XER[7JHERI T 1-BDHI {8 1% 145 4 39 BDH (Bilinear
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SL[M]O

X2 —AERFIEHHMEFRSH 5 MEWMANEHE
B, Setup: MAZLBH k.5t CAWEFY skaa ME
FAFFSEE params ; SetKeyPair: ¥ A params, % WP
HIRNER/ N7 Cusk, upk) ; Certify . 8§ A (skea » params, r,id,
upk) B BRI id WP E « PR A HERIES
Certu,. ; Enc. 8 A (params,t,id, upk, M) , B H 8 M KF
3¢ C;Dec: 8 A { params, Certy,., usk, C) , % Certu, M C K
BB EIFE N C I M, FRHEH 1.

FRERN R —BELE, BX FEER M, Dec
(Certi,. susk,Enc(z,id,upk, M)) =M, o Certy,. = Certi-
FyCskea sicrsid,upk) , Cusk s upk) HERKFG /AEXT .

CBE FREEREZ LM &N IND-CBE-CCA, HiE X
T

EX 3 XHE— CBE 5 (Setup, SetKeyPair,Certify,
Enc,Dec) , i RAEBM A BIHTF A F1 A, BEHERIIH
g Adu(A)) =2 Pr[ (skea » params)<Setup(1*) , (M .M, ,
T,id upk,usk,s) < BP (params) ,b<—{0,1},C= Enc(z, id,
upk,M,) : B2 (params,t,id ,upk,usk, My M, ,C,s) =b]—1/2}
M Adv(Az) =2 Pr[ (skca » params) <Setup(1*) , Cupk, usk)
<SetKeyPair(params), (My, My, 1, id, 5) < C3 ( params,
skca yupk) ,b<={0,1},C= Enc(r,id,upk, M;) : Cf+ ( params,
skea »Tridsupk,usk s My My ,C,5) =b1—1/2| $ R 7T BHE 1,
WFRE T R R IND-CBE-CCA £&M, HHEF RWMHTF A
#2 Type 1 IND-CBE-CCA &£, X & T A, £ Type I IND-
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Setup: A NELBE LCZT , BEBITWT (D=4
KEWK ¢, HER g rinEEREE G 1 Goo g BrREIEIFR
Gr HBHETEZHNEBEBSY .G XG—>Gri (DER
G: Bl G HRA% ¢:G—G , HLEEH G M4ERT P, B
Pi=¢(P;), 3t g=e(P\,P); (DBENERE s€ Z; it H
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Enc 3 ANz id upk, M) BB RN EEE r€ Z; B Q=
H, (| lid| |upk) P+ Pps , itBIH BB X C= U, V) =
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Dec: 8 AN (Certu,. usk, C= (U, V>) , Bk it B I
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SetKeyPair: [&] BasicCBE. SetKeyPair B #: .

Certify: [7] BasicCBE. Certify H#,

Enc: 8 AN (r,id, upk, M , BHEFEVLERE o€ (0,1},
Br=HWM||ollcll id || upk) Qa=H, (r]|id||
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@ H, (g upk™>,

Dec: 35 A R (Certu,., SK, (U, V), BB KITH g=¢
U,Certy,.)sM||lo=V@®H. (g, g )M r=H; M || o] |||
id || upk). FU=r(H(c||id||upk)) Pr+Pps ) AL T
B MENSE L.
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fy; 7€ 1-BDHI f#i& T , BasicCBE & Type II IND-CBE-CPA
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BT REEERE, LR R e w0 IE B A
AR, BRI T SO 45 s AR — BB 4 RYAE B, B #E 1-BDHI
BT, # % BasicCBE £ Type II IND-CBE-CPA & £ #§.
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Setup: B B & B —RIE IQ<I<q) . RE¥ {¢. G
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(ol lid| | upksdio 2 A XF () lid| | upkas): Y€ Hi-query B,
B&tﬂﬁlﬂ‘.%(rl lid| |upks); CEFETRE—TU(| |d]|
upka )i bYW B R Hy ((ol |id ] lupka):) =hi ;35 (| |id
| lupka): REEARfI—T0H, 3B (o] id| | upka): BB T MR
[J& Hy -query A, W) B R H, ((z| {id | |upkad:) = hos
HHAEFIE HY PRMFHTC(cl id| |upkadishods HEW, B
FEYLEEE R € Z; % Hi () lid| |upka):) = b, FFTEF
& Hi* PRMFT (o] |id| |upkadishd .

Challenge: A; % {zs »ida » Mo , My Y EFTHEER , B R & 10
T &% HE M THRas, B A RGHELSE I Hi-
query, | B¥3k H* 055 T B R (ta | |ida | |upka 1ho s
BIE o | lida | upks 7 (z| lid| | upkas ), W B & 1EIFIR
AR GEHEAT 5 Event 1), B0, B ¥ (M, , M) R4
&# X /3 IND-CPA ki Bkl . X VLSRR b E
{0,1},iB1T8 % BasicPub. Encrypt Xt M, %, H¥ 45 R Ca
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Guess Ft#, A, [6] B & HXt 6 9% 6" € (0,1}, 7 B ¥
bR E X HEREXT b RN

B EMZESRATUES B St Hi-query R ETE
Z; TREVESEN, 5 A: 377 R BesicCBE B E 33
B—BTLE BEBIRIAK AR T . B Adu(A) >,

THR BEZERBB RSB &R LM E, & LRt
WA, B RSB R &k 2 B Y B Event 1 &4
G Ho), Bl A, TEBRIRBr B3t M < ran s i » Mo . M) LB
ta | lida | |upha #(e| |id | |upka)i. B, FHIC B LM
W B LI MER H 3845 P H]=Pr{—H]=1/q.

51, B KRS Adv(B) = Adu(A,) » Pr[H] >¢/
di.

T B #F 7R 7E 4 4 & BasicPub #9 IND-CPA % F
B,fR#% &, H3 H, BEB1E ¢ WARRME, NEE—I £
WA EE S A 7 LR 1-BDHI AR, KRR ZE DK ¢/
qz.

BEEE A B AR 1-BDHI L8 %<, G1, G, Gr»
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Setup: B ¥E A 1 5 R BasicPub. Keygen B4 R— 2
FHBHARTF B.ABNT . B Q= 2P, F3HBE Q=9
(Q)=2xP, Ml g=e(Q, Q) BEVLESE s ho, yE Z; , 53 513T
B Pu=sQ Mupk=e(P1,P,)"=e(Q, Q). BHEA¥H
Kps = {q:G1+GzsGrrresn, Qi Qs 5855y P supksho » Hp ME
77 % BasicPub WA L4 B, K H, B3 A Fris#ln

BEMIE . 5 RAG Ku X HFAHAR Ky = 29{EKM7F
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AR UEN, A SR dB%ELERT B
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QL @)E HOWHEH. BT H, RENTES.Bilt BAESH
H k&4 MR T HRMEAEEN Pi(B wins |—~H]=1/2,X

PiB wins]éPr[H]-f-%—(l*Pr[H]) =—;—+%P1{H],PI{B
wins] =P Buwins |—H]Pr[—H] =—;— (1—Pd H]D =% -

L P H, B P H1=> | 2Pe[ B wins ] — 1| = Adu(B) >e,
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*}3 1/(12 °
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920

% &, FHHTEE % BasicCBE 9 Type 1T IND-CBE-CPA
HF W RFFE — D 2 B B 0T LK@ 1-BDHI )
B, x5 p- BDHIEEAF /& , H i BasicCBE & Type I IND-
CBE-CPA %41,

X$F 4% FullCBE &£, AW T 4.
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CPA %4/, W74 FullCBE £ IND-CBE-CCA #4£#).

B F R FullCBE R7£ 77 % BasicCBE &2 I N A
Fujisaki-Okamoto ZF#:" 1 38788, SXMR[ 10] BB T Fujisa-
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oMY IND-CBE-CCA 4 M, B EH 2 BRER
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k3 & # & HFXKE
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AXF % 2m+2e+3h Ip+Im+let+2h  [M|+|ri+{Gi}|
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T RAVIERE B — RIS, B RIOR IR KB 6%
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Fgkxt CBE 77 R+ HAThR — A FF A, B X
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