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Abstract Platform security is particularly important in the case of remote access to corporate resources. Today, Virtual
Private Network(VPN) client authentication mostly focuses on the identity of end-user and platform without ensuring
the trust properties of the platform the end-user is operating. An attacker could exploit it to gain unauthorized access.

Scheme based on the combination of smart card and Trusted Platform Module( TPM) can secure the identity authentica-

tion of the end-user’s platform and assure the security of network connections.
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7) S—U ; ChallengeRequest(N,”)
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THRPEE M NENE, 5 RIET VPN ALK
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B35 10,15 F1 20, #:4b AL % 100,200,300 1 400 EMR T,
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