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Improved Identity Authentication Protocol Based on Elliptic Curve Cryptography in Multi-server Environment
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Abstract Based on the model of user’s name and password,most of the traditional identity authentication protocols are
derived from the mathematical difficult problems. They often rely on the complexity of password, the performance of
random generator and large computational cost to ensure the security of the communication, so they are lack of high effi-
ciency and practicality. In order to avoid above problems successfully.based on the introduction of biological factors and
fuzzy extractor,this paper proposed an improved identity authentication protocol based on elliptic curve cryptography
and verified key authentication formally in both sides through Burrows-Abadi-Needham (short for BAN) .and then car-

ried out security analysis. Compared with other related protocols in performance, the proposed scheme is more secure

and practical.
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Table 2 Symbols and instructions used in this paper
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