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Abstract Nowadays more and more enterprise and individual users store a large amount of data in the cloud. To protect
data privacy,important data has to be encrypted before being stored in the cloud, which brings a severe challenge to the
retrieval of data. Traditional retrieval schemes based on plaintext have not been applicable, and existing retrieval
schemes based on ciphertext have many shortcomings, some of which do not support fuzzy search or multi-keyword
search, poor efficiency or large space overhead,or do not return ranking results. Therefore, researching secure and effi-
cient retrieval scheme on ciphertext is of great significance, A new fuzzy multi-keyword retrieval scheme over encrypted
data in cloud computing was proposed, which can retrieve the ciphertext containing multiple keywords from cloud ser-
ver, support fuzzy keyword search,and will not leak any plaintext information of data and retrieval to cloud server and
other attackers. In the scheme, counting bloom filter and MinHash algorithm are used to construct index vectors and
query vectors, which makes the process of building index and querying more efficient, and the ranking results more accu-
rate. The security analysis and performance evaluation show that our scheme has high security, reliability, retrieval effi-
ciency and accuracy.
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HRAT LIME Ry DO £ CS _EFRA 3 R AT B , vl LA R B VE S B
BN DU PR H AR P R AU .
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RN R BRI HEP A R
2.3 m&MiA
2.3.1 LSH ¥

SRR GRS 75 (Locality Sensitive Hashing, LSH) & 507
FEATHSRFARESERAE. ZAENERBREE
I — 4 R R SR S A RO BB SR IR B 210
HRORFE RS, NS AR, BB AR
R AAT , FER R G {DLBE B R ) 1Y A R B A ] b 54
e AT R AR , TR BE M 3T AR L B ARG 4 A B S B A R b
REAHERE/D, B XF R EPERE ST 21T,
MENTFEDHEERNEHSH BZFEPFHLENER
B B A EE R E SN ERES TR BN T
HE—MR/NRIES N2 AT R B R, MO A% K 382D
TRANELEROBEER.

SHFES S TBHA 2, yES, MEBHERHE HPH
ﬁ“‘/l\@& h %EVJTW]‘/P%#JM H ﬁ:w(dl vy s P1sp2 )-
U

DR d(z, P<dy, W Prih(@)=h(» 1Zp15

DU d(z, y)=dz , | PrLR(D)=h(3) <P

B, d(x, R x My ZFE R, () ()RR
Stz Fly HATREAEBES, Prlh() =h(»IRA k(@) =h(y)
HIBER , dh<dz s p1>p2 .

B —NREA(drds, pr s p2) - BURI G A RBOT B3R
EHATIE A G E R — B E A R B B R U
BT
2.3.2 MinHash ¥ 3

MinHash{"* & — & F Jaccard M IEME X, BT
LSH, HTREHEFH M ESHHELUE. ¥ THEE AMB,
FAMUBERT LA Jaccard REE X
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£45BHHMENES A NES B SUMAESB/NERE
MR,
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AAE (0,11, R84 SHhEEn Mk, WSt S #HT—KEH
G BERRA RN EEN AXn D TREER 2un (D).
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B, BuildIndex_E, Trapdoor, Search 3t 7 ##Z . 8 ¥, T H 4
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IndexEnc(SK, D) . FI# 9] SK ¥ 3CHFRFIAER I Infe
BRLEEETNE, BN
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KR F R S={0,1}" ¥E—0, 184k SLe],. W IL],
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7y T A— BN

DEMER MM, ¥ I, UiERR M T, M 1)

DI Enca (D= M T ,MF IDVER SR Z A RE| 1
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QueryEnc(SK,Q) . HHB 4 SK A #mE Q mEH
B AR R P

DMEU TR Q HEIM MR QM

KR FEE S={0,1)" BE—f,iefE Sl QL.
QL. QL] ERI R EBHE AL, € {1, ,m), W
H:

B3 % S(e1=08t, Q[ 1=QTs1=Ql:];

M4 % S[]=1#F,QLe]=Qle1/2+7,Q[:]=
Qlel/2—+" 7 J—ABEVLEL

DEFEE M, M ¥ Q, I NEHI M,
M'Q);

DEH Ence (Q =M'Q My QDR B WK 6
.,

Buildindex_B(D, SK, H) : i FH & & /N30 37 M4 7 sR 3K
HIEE H=1{h; | h;:{0,1}%—>{0,1}",j={1,2,,k}} FI
FEH SK At D WBRLENNE. P BA:

DX D#HBCBIFAEEGH Wo={wn swpe s s wn, ) » 3
B MinHash &% A,A¢€ (0,1],4# F MinHash B Xt Wp &
% (EBAERAA B/ EENKERESH b Wp),
B B (Wp) LT 7' =AXn;

FF honin (Wp) A AR HEAT ST R R B AL
BRI ITEE wn wn € {0,177,

3K DHyE—A m Sz CBF 4% D )RGIa & I

OEFR H iS85 B, SEA wn BT E
Hupestsl 1+,

5@ Fj Index_Enc(SK, Dt I nHF BB ZLEs| &,
Wi Encx (D,

BuildIndex_E(D, SK, H) : ff Fi43 & & I~ 37 15 7 B 4K
WG H={h; | h; : {0, 1} > {0,1}",j={1,2,-, k} } FI
FY SK J3x D WEZERSR, TR

DX+ D B CERIFE S Wo = {wp swp » = wpn } » 2
Ht MinHash &% A,A€ (0,1],{#f MinHash B X Wp &
%, ERBAAB/IEAERRBIHNES ho Wp), HH A
(Wp) HP YRR ' =A% n, FRH BFEPLIE U d MBI
BIEMASES hyin Wp)H ,d §T5E AT LURHE CBF R F K
BE s

£ 2)— 48 5)[F] BuildIndex_B(D, SK, H),

Trapdoor(g,SK, H) : ff /-5 BuildIndex(D, SK, H)
FRM A FE H 4 SK WA B q £ RETTEE,
iﬁ%:

DXF g IBESRIFALE N Wo={wa s wiz s+ ywy } 5

DX ENRBART AR BABBE T E
Wy » Wy = {O,l}zexzs ;

3)H q MTE—4 m i CBF fE% ¢ BRI E Q;

OER H PREANHRE B A, A w, HITEHE B
Hpst 2 QH;

5) @A Query_Enc(SK, QX Q & B3] &8, %
H Encs (Q),

Search(Encs (Q) » Encsx (D) : HH B %45 8 Encs
(DRG] BB Encs (Q Z R HBA .

MIIDT « M@+ WMIIDT - M =TT - Q@ +
I« Q"

RIBEHLI 1—H5) 4.

Y S[z]=18¥,

I QL+ Q]

=I[(QLe)/ 2+ +I[t1(QLe]/2—7)
=I]Qz]

% S[¢]=0 &,

Il QL+ 1T QTe]

=LA/2+nQ+Ul]/2—» Q]
=I[2]Q[«]

BIT-Q+I"-d=I"Q.

3.3 HITHHE

AHFREAFETA . Z LRI B XA R FE
W SIAEF 4 N EEPATER, TES PN AT
3.3.1 Ham

DO B — RS m, WHAE L KeyGen(m) , 2 &
254 SK.,

3.3.2 HAEINFFILXALR

DOET LSH BEEREE £ MU BERBNES

H={h; |h; :{0,1}*%—>{0,1}",j={1,2,,k} } , S CH
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A D BRI Buildindex B(D, SK, H), %t D
BAE 2 NXRBIEKES Wo, X Wo HTREEBR hu
W) & AXn ARG, 3 H i e 48 130T — 50418 K&
Rk, MR RS MR LA RELRS| FE Encx
(D, iR XN ERRG N BRBCGENELERS] . B8
3 CS TR FHI MG 1) iR BOR A7 58 H dok - ¥t F X Ff
TP K CS, DO AT L i B ¥ BuildIndex_E
(D,SK, DR5EEMATAE, #%F DO AESH DESH
X SRS HEATING , A U SCSUF IR B SO R A
K| —BEES CS,

ATTRE 26” 716 B R R R RBIA I 707319 X B
st &, Za T e Mo RRE 26 M FEEHHESA
B —F, R X U EAATE T4 2 XA I o4,
HXATTRERN 1L, BFWBN 0, Hlh0, %4816 “network”
231 ZIu4rAEE A {ne, ety tw, wo, or, rk} , ¥ H R R I 01
BX{1,-,1,-+,1,1,--+,1,1,0}, i B E 4512 9 “ netword” [
AN {ne, et, tw, wo, or, rd} , F R R R L B R
{1,000,1,002,1,1,%+,1,0,1} . XFp IS0 BT DI FREf] 8
W, X B EHRAA B AERE, — MR RSB H A
DB A —AZonim &, 3 B 5 FERm B A RRAMER.

EHFRNEBICMWE— CBF /B8 XHHET H &,
o T B A ] CBF F, 30 M UE 4 — & T
AR STE A AR CBF m— bk 55 o 3t 4 R
TR ABIANE. ERFEP, U Jaccard BERS F & 11 &
ZEIHME . X TRAZIEE, B2 Jaccard BEE 19
HBEARN :D=1— fu/(fu+ fo+ fo+ fo), Bt fuFxR
PR R BEAR 1 AR, foo RPN R R —
frEARR 0 HBLRIREL, froBmFl— A E—mEN 1,5
A EER 0 BB fu R Z; D /N, BARFWNREZ
AR AR YA~ B2 E A D /N F B B ER,
BT SR AR CBF MR —#bak B304 . B, 24817 “net-
work” 55 “netword” i) — I 6] £ W 1 14 7 B CBF B9 [R]— #b bk
e, X R TS EE R B 2,

ERFEP EHEEZREMRRR p B.BEHENS
¥om BRI, R BUA IS WS A BB R, ERE
FRREHEFR, 2 EfantE LRSS ERE SR, 3T
CBF HyiR R BHEE #E A MR W O RS &\ B 8
WL %4 CS MM KA , 2R IR IR IR R B K
HEARE R REBFEMELT , A BN &, B
SIAMBRIE R J FIUE, PABY 1k CS #7488 Wi . 76
REA L HE CBF /R HRT R, [ 48 H A4+
WA d AFEVLR SR , Xt BT A B4R B AT —J0 40 1)
Bk, 3% 3 CBF 9,

R T BB MR A R R, A S AT S
WA R BIREAT UERA , 3 F o SO0, B BRI E SR,
WA KBRSV AR BoyX N HE TR, BT kX%
B HEFRESTRE, KSR 53R S0 aiE A
tEsE 2R,

3.3.3 ELHW
IR BIRANE DU KA i54) ¢ £ %44 DO,DO @A

Bk Trapdoor(q, SK, H) 3§ q B 48], 54§ 4~ 6 i i
TgrEl kR, HEE M E Q Fr4 KT M
Encsx (Q) 18 0125 DU UL B DU WEEMHEH DO 4
Bl SK FLLSHUE R THE AP AT ; 3% DU U4
ITERB k%L CS.

CS I E Encsx (Q J7, B H 35 Search(Encs (Q)
Encs (D), iTBEBANEL2RIIMBERITERZEHAE,
F X ERGE R BEATHER B N R B — B BB A S O
PR 145 DU,

Wan, 3c4 D 3-8 5247 “ computer, network, data, net-
work”, 3% M8 3. 3. 2 W WBREL T, (U A RRS A
&, 10E 4 B , B network AEDY 2, HA SR MINE
K 1 MW EA] g A& 81 “ conputer, netword” B, A 1)
HEA RN E, WA 4 Fin, B, CSBRIFERXG
MR E&REHEHABY 6.

computer _ network data network conputer __netword

enhnsnzansiElERnNEnEN0E

E5mE EifmE
B4 E5 a2 m R HE
3.3.4 ZHAEH

HREHAT A EH A, DO MR LB T R 30N A&
HEATHEIN R B BRI, 1 T AT RATE B X HiHE
J, ARERBAERRTBMEAERS|, Fad £ B0 %30
B eRG] I HREZE CSHIT,

4 REESHIEREITM

4.1 RS

ALEFFWIT ERA T CER[13]F MR FH 4R
SK=(M;,M; ,S), M, M; & m W] %R, S={0,1)" B—
A m AL R, A RMER M, M, K% B 58 B AR]85 R R
Sl B RN N R T mESNZLRI LK. ATFE—
AR R R M — 0 — A R S B i e R, AR
PG R P 28 W) T0 55 K RO AR TE  TE 48 K4 2 Ak Bt %ot 49 49 4 I i
TTRENLEEE, B AE B A P RS BB RTREE R 0. 4
AR B P AT AW, EXEHEEE ¢ MBI TS
G, £l m NhEERNE Q. i CBF MR8 Q NI
FA MR BENTTEEE R /167, BB ARl EmE SW
MRy 1/27, BMEIERA AR ERN QM S, METH
A m ALY R RE My, M, 3+ A QueryEnc(SK, QA [E #Y
BB ERET TR Enca (Q' =M Q@ , M'Q) RIEHHG
MERERZEZRESR BT M, M, 5 M, , M, HIFE& AT B
HRH O, ZRFBFEAKGETRE S ELERFBTHNEEZE
BEERAR MRS N 0, A\ A LB R EH BN
ORI T AT RNELMHE.

A CTEE M SUBE T SR8 (R A P BB A R B AL
e, FEAAHE  DRFIPUE M, % S8R i ot a Bk
#) CBF i X @infs 8, BERER NS 4R mEsf
FRBEPLEARAE T R T WLE M 2) BBV o, 6 AES 5%
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DES B &5 BSO8R & , R IE T BB NLE 15 ) EWHILE
P, RAMAEH B DU 2Rt DO A fE AT 2 iR iE,
TR E S 2 R o6 SRl Y — T i B9 B CBF R e diafz B,
FA AR RE N2 W 1) B AR IE T VLB O BT REE
SRBR , AE A B ] RS} i RE AL AR ST FRI— A P R
[ e | [F— P 4H xR TR DO By IRl — 2 g e 4dia) R
=1 A P AT A 2 v S 4] , LG 1) R BOR TR] LG Bk

EOHE R, CS TTRE# 1T S it o, BRIR BB 4>
BT BR BRI R B 20 6 B2 1) L S B A R A3 DA BB 43 6 4 i)
EH AR XSG BRI E LR, AR
REBZERXR, AR TEENXERGFEE. EE&H
BRI, [N P FIA d BEVLE B B, 4T
AR BB, B 1R B L, fif CS TER
P 50 B A B 00 4 1) TR A V) Y SRR HE BT L AU S A R4 K
FLRT| Z 8 H) R, X G IR AR AT IR, (RIE T &5 3%
BAKELE, EERNTES, EHEVERIEE XA
Z4, R CBF MiRIRFRIE 4 WBUE, 5B R
KEKI B89, CS MERITS T ok .
4.2 MEEEIFME

XA R KBS BT R GV, 055 MinHash
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