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Abstract In the Web application security fuzzy testing, there are some problems such as low coverage of test cases, it
effective verification of test cases utilities and lack of quantitative evaluation of vulnerability detection results. In this pa-
per, we proposed a method of generating dynamic features combination and protocol deformation test cases for typical
Web security vulnerabilities. The rules of input feature combination and protocol deformation rules are devised,and the
algorithm based on pollution propagation strategy and effectiveness validation method are established. Experiments

show that the proposed method enhances the diversity and coverage of test cases,and reduces the false negative rate and

false positive rate of vulnerability detection in the complex situation of web filtering environment,
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