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Abstract Big data is a double-edged sword for information system security protection. On the one hand, data value den-
sity decreased because of the dramatic increase in the amount of information, which provides a better shelter for attacks
like APT. On the other hand, its processing technology in aggregation, mining and analysis of huge amounts of data
makes it possible to identify security threats accurately. In order to strengthen the perceiving threat ability of informa-
tion system, it is imperative to build a big data threat analyzing platform. Based on open source big data components, we
proposed a situational awareness and threat warning platform for data collection and reduction, data storage, off-line
analysis, real-time correlation, threat warning and situation awareness. Compared with existing platforms, this architec-

ture has the advantages of high availability, scalability,and it is easy to deploy and is suitable for introducing threat in-

telligence.
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