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Co-residency Detection Scheme Based on Cache Load and Real Time Noise Ascertainment in Cloud

HE Pei-cong  HUANG Ru-wei CHEN Ning-jiang ZHAQO Bo-wen LIU Yang
(School of Computer and Electronic Information, Guangxi University, Nanning 530004 ,China)

Abstract Cloud computing has the advantages of convenient use, designing customized service on need base, optimizing
resource utilization etc. It has become the main computing model for outsourcing services. The side channel attack of vir-
tual machines in the cloud environment is one of the main potential threats of cloud computing, and the co-residency is
the premise of the side channel attack in the cloud environment. In view of how to carry out the co-residency detection in
multi tenant cloud environment, this paper presented the measurement of cache load by Prime-Probe with linked struct
(MCLPPLS) and real time noise ascertainment mechanism(RTNAM). Based on MCLPPLS and RTNAM, we proposed
a new method for the analysis of the co-residency detection. The experimental results show that the method can reduce

the interference of the burst noise to the co-residency detection, and has higher true detection rate and lower detection

time, which shows good performance.
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}
long start,end,t[ ];
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start=rdtsc( * linklist Data) ;
for i<=0 to n—1 do
wait(){
/RS
}
end=rdtsc( * linklist Data);
t{i]J=end—start;
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endfor
else
start=rdtsc( % linklist Data);
for i=—0 to n—1 do
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}
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endfor
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else
not
endif
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elseif (((similar(c, e)) & & (overmore(d, ¢)) & &
(monotone(timesub(a,c) , timesub(b,d))))
co-residency
else
not
endif
else
renew

endif
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