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Finding Type Mismatch Defects of JavaScript Based on Static Analysis
WEI Miao WU Yijian SHEN Li-wei PENG Xin ZHAO Wen-yun

(School of Software, Fudan University, Shanghai 201203, China)
(Shanghai Key Laboratory of Data Science, Fudan University, Shanghai 201203, China)

Abstract Because of the nature of the JavaScript language and the increase of amount of JavaScript code with the evol-
ving software,a JavaScript program may have a lot of defects which are related to the runtime variable type. This kind
of defect is often difficult to detect,only when runtime errors can find fault. It takes programmers a lot of time to locate
and search the code bug by debugging manually. The proposed JavaScript defect inspection method is mainly used to
check the possible runtime type unmatched defects, First of all, the JavaScript file was grouped in the project based on
HTML, JSP page reference for JavaScript files. Secondly, JavaScript files were analyzed in groups and the variable type
was inferred. Then we checked whether there is a multi-type attribute in the group, afterwards the use of the multi-type
attribute was checked. Finally, the checking results was reported and the repair advice was gave. A tool for automatic
detection of multi-type attribute defect in JavaScript was implemented, through the experiment in the real JavaScript
projects, the feasibility of this method was illustrated and the existing JavaScript analysis method was compared to illus-
trate the effectiveness of this method,improving the JavaScript’s defect finding efficiency and effectiveness.

Keywords Static analysis, JavaScript, Defect finding

TSR B

ElE

BEE Web2. 0 B3, JavaScript BH— TR WATHY
BEBT I R AT Web B . Node. js §) i BL{E48 Java
SeriptZ ¥4l Fi TS R4 SRS, B I JavaScript A ALY
B—ETHRHNEFRPIEES., ART-ROEHEEE
S »JavaScript 1A HRFA WL, 158, HE—FERHENE
B AR E 453 (E ] H #3817 HK , JavaScript B HA 552
BURHE . A RE LR U KBS CSS(Casca-
ding Style Sheet) , HTML ( HyperText Markup Language) 3

B EM2016-03-04 B B#:2016-05-21

£ Java (AT LU AL import AR IRAFAS 1 24 BT S04
A SC . 5 A R TH X R IR S AN Java, CH+)
IR Z AL HETF JS(JavaScript) X4 5 ¥ import ML , 40
MR IS SU4, RAMEMIE & IS SCHER i T R Al BF o 3,
. EEERMGHARERL, E— T E PR EFE—-BER
B AR JS S0, B AE XT3N H B JavaScript 257 447
SR ANEL B4 IS S04 T B MXTHE X FR K IS 3L
HEATAYE T . IR BT BEA 1S SO s X AT
HALE IS X0 AR S B ER R R,

B W99, 4, W, TEBER TR TR, E-mail; 13212010021 @fudan. edu. cn; REIE B 5+, BI8ES, T EWHE M %4
HREW REERANERALS: X% 5,94, 088, TERRFANFBE IR KE-RKX5EENES:Y & 5 #8814
BN, EEHRE T ANKGETIR. BENKAERS; RXE B, 88, 804500, TEREF ARG T2 B THS.



224 it BB %

2017 4

JavaScript B —FMF KA BT, 24 B JavaScript B &
B, HASBRIEEARNAA R B var SRR HZE
B AR ERT, 2R UARERIBAMER
var B, JavaScript BIFFEEFTH AT IR E R A EH
AR R BB R, JavaScript & 5 R R 1A BB K A : unde-
fined, null, string, boolean 1 number, 5| HERUIERF R
B 2t new FRIRFFRIR AT AR .Object FI Array %,

B JavaScript WIEF RFEMREAENT REEE, X
JavaScript hZ BB THRABRF RBES HEAS&P N
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flow N Ge it th M3k o 5 JavaScript #1234 0] AR 100 T4,
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M AT RS SIS RBEE.
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MIPT R LIERE T ECMAScripts FFEMEF. 7£ Web T H
W KB, B TR ENE AT R SR R FREE
ERE BFRAENBAEIBRFHEAELEBAENRiEES
1TEF AT BB R BFPARY, ST N B M RFERE, B
R FEEITH T e s .

JavaScript S5 B PRER T LA SR 3 4.

DWeb 31 H 57 ¥ 2 i JavaScript ST, 407 1 b g6 L
JavaScript U B KK

2)]avaScript 5 ERIMNET , WHAKRFPERK A
A7

DERD| Z LR R G2/ I [ TR AR &
Sk 7

HXMEREE BE T MBS HFR 80
JavaScript XHHFBEFER LSRRG, HhRMKE HTML
# JSP(Java Server Pages) J [ X Web i H Y JavaScript
SOG4 5 SR JE MR 3R R 0 i 5k B X JavaScript 34 H Y AR
BT RN B AT SR A iR 4, .

HIE 2 HEL—PNAPRBARB T HERMPER B 3
FANET JavaScript BHIGRIM T BB A FAHETETFEBE
Sy HrE) JavaScript SREGER WA EEZR, FALRBIET
BT RS 38 5 WEBNA T HATRW JavaScript
BRpE S H A TR B S B2 SCGHRE AR,

2 BRMBL

EAE 1—E 3 MR BIR UL JavaScript Z8RIZEHI X
BREGERSBPFENSR, EE1-B3PHHFEI IS
4 : SuperType. js, SubType. js 1 Person. js. & 1 # Super-
Type. js XA —AH3E BE Super Type FlIRE J7 8 get-
SuperValue; & 2 #9 SubType. js 30 H — M 3E K8 Sub-
Type FMRE 5 getValue, SubType 4% & F SuperType; B 3
) Person. js X/ —MA# R ¥ Person Fl— BB F &
sayName,

MTFE 2 7178 new FiERFHAIER Person ¥

%, RWEF RAEAEF QN Person % 5 R A BHok &
FHSEERAA 2 RE, HEFREERAE. K
FEATF Person &K E LFEETF H—4 JavaScript X
o, 3R HY AT IS SOM 3 WA R B AR IR R AR IR X
JavaScript U4 % HAth JavaScript U4 R 5| FH{E B, W ZE 4 3L
B B4y BT &0 KB £~ JavaScript — AT T .

STTE 2 B 8 47hY this. getSuperValue 7, R )T
RABAEX SN SRR EREHE W, EERR
SRR, W ABEFTH this ¥ M 88, £ JavaScript th
this B35 15 — RIS H €M HEREE X R ERF &P
Y this —BEE M E LHXTR., KK, FEMEEX N
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1. function SuperType({

2. this. property=true;

3.}

4, SuperType. prototype. getSuperValue=function(p) {
5. /)

6. var v=p;

7. p. sayName=true;

8.//

9.}

B 1 SuperType.js FHRHNE

1. function SubType() {
this, subproperty={false;
)
//inherit from SuperType
SubType. prototype=new SuperType();

var p=new Person(‘tom’);

2
3
4
5
6. SubType. prototype, getValue=function() {
7
8 this. getSuperValue(p);

9

return p. sayName(Q) ;

10. '}

B 2 SubType. js XHHHAZE

function Person(name) {
this. name=name;
}
Person. prototype. sayName=function () {

return this. name;

}

IR A

& 3 Person. js XA HHIRE
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P43 ARV 0 O BORRIR . (OB ARG IS X
35397, 383d esprima. js B —A IS UM I — RS
EEMASD, HERNBRT R LENXHL2E8 .25 %%
B AST 43 h—# AST, QOERTENTIHE, VEEH
FRIHEUT O S, X BB T 2304 JEAIGKK . this 35 5%
Rtk (ORIBAREEFHNNEE B RABIF TR, KRBT
A B AT REROBAIRRA . G IRIEHERT H A0SR, AT
XKMEREF Y RABHE. OXWNRENERATR
& GUFFI IDE RFERR)  FHARF RN B8,

B 44,280 SBOEMTRIORES T/E XER
M RE BTN E R RR . BEFENN ISP
£E5,FERASTHEROFTBRERBR. ETXHEAR
X RB A ERFENBLEEG R 3.2 L HW
R 3.3HHMERG R 3. 47,

(1) (2) (3)
HWeb T E F HISKAAE | | HHAST EREENT RS
v

(4)
B3k 38
v
(6) i (5)
Bt 10 BB 140 5k

B 4 JavaScript BREAHSEF 7 B AR

3.2 S| RS

ERFETHEN BOET R AN RBESHES.
B BB LSRRI ET BRI BB SRR, B R
AR B OB % T35 MR BORR 51, AT 4 48 R 30 R B3R
EERESRAERTAR R IE . SCR15 B H T —FETFB
7 B SR AR i SR HOA A, (B R BT T B B e T R EI R

ISR . Bl FREVER e LZSTTEASEZE IR
HEEERISTER o, TR EHEEER { IFERMIE ., XA
HHEFE T RBGE T RBESHER.

B F JavaScript BWI/E R E T R ¥W, BT ES R
ERBRTEXHERU KX B TREAMERE M, B es-
cope® AI IS BB AME R T A A &, R B Bl A
BN R EREWA TR L ERRENTM.

(DB SERERFRN. BREEDREDERAREIK,
XMTRXEERATR FRMERE. THMRIFERBRER
FPAE Bar BYE, BSR4 BHEE Foo M T —4RE R
4 Bar,

1. function Foo(x){

2 . this. x=x;

3.}
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3. removeListener; function() {-++}
4.}

HTFERMNEESI AR —-MERHFR, R XBEFE
ERERPCERMEESIAL R LI EE T W LA & EB0R A O7
K. HFRE-MHRBAR 15— FREAHHRER
HE— MR AR, ATLIEE R RAR, ERRIIBEAN R
B, HFE-FMERE 1 217 T JavaScript
H this F38 [6)RIB1TES SHAH E 1), B X B 28 R H Ay
Bl this #5[R], # FTE BB FF S this IR
AFEHRIER AWEL REEZE A WREMFEEE
hER . MWFE=MAMAR 1B/ - HREEER
BERMREES REENRYBENREAREF AR
Liliil:n)=3c

F1 HRHBEREAITR

ik R2RAAXR ik
1 Identifier AQO
2 this ##% &  A. prototype. b=function(){ this. aQ);}
3 3% 2N a. b0

X F new RIER, F new RERE—NREBTNA
i, AR ER B new FXA PR AA BRI E L, WE
FEALNHZRBMBE. THH, &8 new RIAXFHQ
B—XR,FHELH mxGraph HEMBEHEFMEE. XEX
BT JavaScript MIEH R HE R RAK, LIEF ERARIR
EHAR .

1. mxGraph. prototype=new mxEventSource() ;
3.3 AEBESMN

RARRTEHEAWHR, STREREEHE KB
RN P AT 4 B0 b — e W AR SO, T T
PAEMI AR A RBATREMAE, KURE R4
SIMACHFRER, AAIFRE T IJLMERMESHN, R
2.R 3 F5I.



226 it & LR 2017 4E
22 FEEGENTE AR 3.4 RWRREGERES
TS WA A B AR A A S A o R R ) R B, R T
B A GiRY .
Fl—[,lT(l) i;i " EE, N FERNARDTUEEGTE JavaScript AL BBG B BEINT .
input; AST
wpeof ==l uye pwux B ypeof RAHE HEA
b RARWADT 5 E ARG 00T HROUAF outputs FH R RHE M SkbL 5
Pi
e+ EAFAREEH(HORFER(—). H4 /153t AST
Tlet+:nD Fe:n  ARARTHE X% TR number, ¥ % Method MergeAST(ASTS)
++ ——1] kAW KB4 E number begin
&"%"r_j—(j)%—k HF—ABREXEH ERRIR T URB B FAIE A root 15 &, IFH A I AST B8 root ¥ & b
[ N AFZERWHE E function
unction | end;
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end;
Method CheckType(AST)
begin

BERBERNERBRHE

Loz Do mmae il Sl dE]
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begin
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end;
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