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Abstract With the use of Android OS,the number of Android applications is getting larger and larger, Therefore, how
to detect malware is very important for protecting the mobile phone security. In this paper, we extracted API feature and
permission feature by reverse-engineering the apk files respectively. Then,the two features are combined into a feature
set. Finally, with different classification algorithms, the malwares can be detected. As a result, compared to single API or
permission feature, higher detecting accuracy is gotten, which shows that the feature combination of permission and API

is more efficient in detecting malicious Android applications.
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