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Android Vulnerability Detection and Assessment System Based on OVAL

WAN Yan ZHAO Xi WANG Guo-lin
(School of Computer Science and Technology, Donghua University, Shanghai 201620, China)

Abstract It is difficult to deal with more and more complex security vulnerabilities for the traditional detection tool,
which takes a long time, takes up a large number of system resources and needs to simulate the attack. This paper pre-
sented a C/S, open vulnerability and assessment language(OVAL) based android vulnerability detection and assessment
system, This architecture puts most of the evaluation work to the central control and reduces the impact on the android
system performance. Using OVAL as vulnerability assessment standard, the architecture guarantees the high accuracy

of the evaluation, and it also has better openness and scalability.

Keywords Vulnerability detection, OVAL, Android

1 3|8

BEEMBHERESE R, BRBREHATFHERAEZ LS
BEFHL. BEZ TR ERRRAREERNTILNEEZ S
DS, IR WA B R Kbt & SRR R A T 25
HTBERLAMELLENEERRZ Y,

BT, EROEZERWAITERERSRAEHHRWER,
A& R4 M EENRREREEERIINERREFE
MRLEE. BT REERBAF B BEREBER, &
AR BB R Ak, R e R 27 B E A E
BARYE EAFAEMR 0 A1, X A AR, T IR 4R T Y [ A W L
EHFI B RR EG RER AL/ OB ERR, B
A, EWFHLBIE R T, BF B KRB HEBEER
.

3t BRI RIS R AT ERRER . AHMN K AHR
B RBH AR, A SR 1 T —FETF OVALS #gi
R ARGV RE, RRG G 6 BEE P OfTHL
A3 3 KIS HR. X 3 MR FALRBIS NP, 5
BAZARMERRGEM L, BAHER X Bis REAITHERE
/N TG RE AT RARIR MR T BB T AR R

BREE . 2015-11-30 1845 HH#H:2016-02-27

YRS RGP E R BGE B & TE.
2 tHXIE

B RTE AT IR IR TS RE B R E B AW T
Ta) « ot Yo A T 5 DA B o AL B 9 DA B 3 T TR R B 5 v
FHAKI R RIF &R RS .

2.1 ERKRASIFEERAEL

H % E US-CERTGERIEHLE SO R/ 3¢
TIPS R R 1 B FF IR IR TE15 38 5 (Open Vulnerability
and Assessment Language, OVAL) X ENL RS RIA#HT
TR BT ARUE .

OVAL HFiEZ £ T RMRG TP A THRE AN HE
HiE B, AT R 2 B2 B N ER M &, 81
OVAL & XEAA X R K CVES 45,581t CVE RS, AL
Fr{E#bE R H—1> OVAL £ LHIRAXT N A TR .

OVALHRH KT 3 FEHY BIRILETF (Xtensible
Markup Language, XMLY4RE B . OVAL REFEEEER
BATERFRERFR;OVAL E XX BTFRBE M EEHHE
RE;OVAL S REXFA TR ETPMER.

7 #9701, 84 # 8, FEH IR ERSHT. 3D FEE LI, E-mail; winniewan@dhu, edu. cn; B £ (1990—), B, 8+ 4%, 3B
MRS AEENR BN TEHKQ991-), 8, F L4, TEMFRHAE BN,



80 O AL R

2017 4F

2.2 iR RERAER~RAERER

W4 LB RR A= R RS R Eah g galR, &
ZEI = H 1SS A Bl B T8 R VE A 7= & 1SS Internet Scan-
nert™ | Symantec 24 &] % F* ¥ 4% i) I ¥ A1 X8 PF 45 T B Net-
Recon, 2P B RAFERRRARTHFENRABRERER
GRERF S EREE. XE=HRAXYETEENRFE
FIET R, (BB E A8 R BT 5+ & KB R IR A
WRGEHF TR TG, .

3 ETF OVAL WEERFEKRNER

#T OVAL WEERFKRINRE EE dishl & BB P
DA 3 MR, KRGS HINE 1 R,
%5 5

B AL Ik F
#

#wH g i
RS R iR

& R MR
-

# REE
r 5] h 4
F G M 3k L iﬁ;ﬁiﬂéﬁiﬁtH%%Rfﬁﬁi}t

H1 ET OVAL WEARRBKIEE

BB EI IR T

DESMABEEZ O . B FIUARBRED, BHEPH
OVALERRILEERBAE B R X AR, RS PR
{5 B BRI ERNTFIRTERRZAEHE.

2) AR B i B M B s 1) 4 B AL WA B SR A 4R
BREERITE M, s O A IP ik,

3 EFBLH . S E R E A R AR R, 3R
TRIRPEHFTE S, A Internet FREL OVAL & X 30, BHi
TR 5555 OVAL & X 3Ut.

O Bl AR T A H & BRI HE BIREF LN
REFFEE B

5) RGN & SR ME RGBS B ATFAL
BRAMERER,

6) R A . 15 B R BLE A RS E BB A0
Wi EREHBRER AMREYIREETEZL WAL
PR .

TOVAL #8455 13 OVAL F X UHH XM,
OVAL ZE i B ARG B ERRTERENT
PUFER B .

S)EER BN ESR: RE RS R SR ERA AP
W2 R AL,

3.1 EfEEE

ACEHNEARABUIEERETEA B R
OVALEZ S FH F #TRANAXEN ., RERFEWRE
WIRAERN, B4 3R CPU.NFEU RS /MLE RN
RERGH—NEAFTR. BRANRRERSFRBOT

a1 Azttt A
az,1  dz,2  **t Qzn

M= . . . . gd,‘,jE{Oql}
Am,1  Am,2 am

B MBERREFTTRURFAGER, HEN—FTH
A=A, BRI 2 RGEREE o, AR

TR B TR TR R 4 SE AR EE A TR Y R AU AE .

B =(Slar;0 Bans o San)"

HEEESTMARR - MR E SN RSERTEE .

s=(51582+° 350 »5: € {0,1}

BRI ) R GE AT LAFRRERE: 5 B3, RN REMIFHESS B

w=h{(M)—[M=s"] o))

RERMEERESE o TR EBRDOH BB, 2B
AR F PR .

n
S,
- a1 A,z *tt Al $1
n
_Eaz,j A2,1 Qg2 ' do,a Sz

w= =1 — ><

n Qm,1 Apm,2 oo Am,n Sn
Eam,,»
j=1

3.2 X@ETHIEAR

3.2.1 OVAL %3S

AXRBMEERFERTEERERA C/SHERE
. OVAL RSB EEN R b HEH & A nEE
A R 4 TR T P R 1 TR TR S S R R LR L A
FERW I RGERE TR .

OVALIRHE X X RBEE MG OVAL IR
XML X4, AN EBREE L. EXXHE-TMRTA
oval-definitions, 8 35 B T A& 6 ™ F 35 & : generator, defini-
tions, tests, objects, states F] variables® , H 1 tests 1 ob-
jects RIFHE L X BEEMNH T H A tests TEEXT
WSE SCSCHEF FTA BYTRIR BT B AR B A B, objects TTERE X T
FARAEEN ZREWA X R, WERMAX R, G W
objects #FTE tests FHFI .

B OVAL iAW A B A B, OVAL RS RH
B S HFTRAT RS AR A 2 B .

b ¥
i Forostn, & B AR
AT

]?wsmmmma;m ]

| Az enmass |

B — Fobject T j

]aﬁww%vmameﬁ]

rﬁﬁﬁﬁfﬁ#ﬁ ek |
E————

E 2 OVAL BRI IR

& 2 hf9# B object, variable, test JGE X3k B i E &
R E .
3.2.2 BB

FHRBPIST RERBFE BRELS KB T FIA
HMRLERFIEE L. W REFILEE BMFERE XML
4, AKX DOHEBIRRE TSR HTELBRNE 3 .



FHal i

M, % . HT OVAL ML A2 RFERN M RE 81

3
L Mmm%ﬂ
!

TR R SR
HR R R SE M s
N R XA

[ir s serears trfoseinom)|

| A i s Rsenw |

4%
B3 miR TR
4 XWEZHR
FHRTEEDEEAMERR T T, UEUARREEXE
R RBIRAMERE.

BIREE R S TR — S KA Windows BERS
HAERBRE. BRERZEE— & N78(RER %
BEEYLE, FEHL CPU 3 1. 0GHz, RAM 3 512MB, #
VYER %A Android OS 4. 0,

4.1 TR B

# ERWRAE R HTIR. B TEERERFRE,

RN, REIRW ) 3 MR, Tk 1 7.

£1 WREMAFRIBE 3 MRAGES

CVE ID RA#HR
CVE-2012-2808 Android 4. 0. 4 DNS Poisoning
CVE-2013-6770 Android 4. 3 Superuser Root Privilege Escalation
CVE-2013-6774 Android 4. 2. x SuperuserUnsanitized Environment

#id CVE $UEFBME £ H M B R U R RR 1 &4
. BREEFIWREARSE, EF BRGNS FHHTR
TIPS, 3 NI BE I i B8 0 R
4.2 pftEaEdnR

HTHKFRG T REEMNERAM. BN 5 A
OVALSE X FF#R . 3% 5 4~ OVAL & X, HF OVAL &
SCENZE 100 4, ERREBHEFZETFIH CPUFH
FMAA G RE S, CPU M RRAAE S RHEA S 0E 4
A 5 PR,

P

H 5‘1525"35‘455565758595
L W & F/MB

B 5 mEhRgiER

BRiIE AR —MET OVAL W& SRFHRNIF
MR, TRMRLR AN R ERERA UT R WA
WIPA5HE BE R 2T OVAL, WP 45 58 B 3 HLAE 5 H At
FLPHILEH R C/S MR EIE T X Za TR
BB

2 % X W

[1] ENCK W,ONGTANG M,MCDANIEL P. Understanding An-
droid Security[J]. IEEE Security & Privacy Magazine, 2009, 7
(1>:50-57.

[2] SHABTAI A,FLEDEL Y,KANONOV U,et al. Google An-
droid: A Comprehensive Security Assessment[J]. [EEE Security
& Privacy,2010,8(2); 35-44.

[3] BARTEL A,KLEIN J, TRAON Y L,et al. Automatically secu-
ring permission-based software by reducing the attack surface:
an application to Android[ C] // Proceedings of the 27th IEEE/
ACM International Conference on Automated Software Engi-
neering. ACM, 2012,274-277.

(4] HANNA S,HUANG L, WU E,et al. Juxtapp; A Scalable Sys-
tem for Detecting Code Reuse among Android Applications{ M]//
Detection of Intrusions and Malware, and Vulnerability Assess-
ment, Springer Berlin Heidelberg, 2013;62-81.

[5] The MITRE Corporation. OVAL[EB/OL]. (2015-07-09)[ 2015-
11-15]. http://oval. mitre, org.

[6] The MITRE Corporation. CVE[EB/OL]. (2015-07-24)[2015-
11-157. http: //cve. mitre. org.

[7] Internet Security SystemsTM. Vulnerability assessment] EB/OL].
(2015-07-26 ) [ 2015-11-15 1. http.//www. iss. net/find_produ-

‘ f‘; i cts/vulnerability-assessment. php.
{ 2 - [8] WANG X D,GAO L,ZHANG L. Design and implementation of
I I I OVAL-compatible VAS on multi-platform[J]. Computer Engi-
s 1 3 ip{i mss;; LR neering and Applications, 2009,45(36) :82-85. (in Chinese)
FHEL, B, K #85 OVALWE T & VAS It S5 M
E4 CPU SHARGITER (0], HEYL TR 55, 2009,45(36) : 82-85,
(L8% 59 7D ring, 2003, 29(3) ; 210-224,

[8] BYRKA ,JAROSEAW,GRANDONI F,et al, An Improved LP-
based Approximation for Steiner Tree[ C] // Proceedings of the
Forty-second ACM Symposium on Theory of Computing. ACM,
2010.583-592.

[91] ZHAO W,ZHANG L,LIU Y,et al. SNIAFL; Towards a Static
Non-Interactive Approach to Feature Location[ C] // Interna-
tional Conference on Software Enginee-ring. IEEE Computer So-
ciety,2004;293-303.

[10] EISENBARTH T,KOSCHKE R, SIMON D, Locating Features
in Source Code[J]. IEEE Transactions on Software Enginee-

[11] FU K, QIAN W Y, PENG X, et al. Feature Location Method
Based on Call Chain Analysis{J]. Computer Science, 2014, 41
(11) : 36-39. (in Chinese)

R B, &, % —FET ARSI HSIES AN &
037 S EHIBE, 2014, 41(11) ; 36-39.

[12] BYRKA,JAROSEAW,GRANDONI F, et al. An Improved LP-
based Approximation for Steiner Tree[ C] // Proceedings of the
Forty-second ACM Symposium on Theory of Computing, ACM,
2010.583-592.



