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Design of Secure Multi-hop Time Synchronization Protocol for IEEE802. 15, 4e

YANG Wei WANG Qin WAN Ya-dong HE Jie
(School of Computer and Communication Engineering, University of Science and Technology Beijing, Beijing 100083, China)

Abstract IEEER802. 15. 4e is the latest MAC layer standards for the industrial Internet of things, which enables highly
reliable and ultra-low power wireless networking through time synchronization technique, Because time synchronization
is a core fundamental technology for industrial wireless network, it often becomes an attractive target for attac-kers.
This paper proposed a secure multi-hop time synchronization mechanism called SMTSF for IEEE802. 15. 4e. SMTSF
mainly adopt anomaly-based intrusion detection algorithm, multi-path approach based on trust modeling, encryption and
authentication technologies to secure multi-hop time synchronization. In the process of anomaly-based intrusion detec-
tion algorithm, the border router nodes verify the rank value of other nodes in the network which can effectively detect
time synchronization tree attack. A mini-firewall based on packet filtering can stop intrusion attempts from the Internet,
The multi-path approach based on trust modeling can find a secure path to the root node by establishing trust model be-
tween nodes. Simulation experiments show that SMTSF can detect time synchronization tree attack and defend against
compromise attack.
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Require; N— A list of nodes in the IEEE802. 15. 4e network
for Node in N do
if Node. rank <Node, parent. rank+MinHopRankIncrease then
Node. fault=Node. fault+1
end if
end for
for Node in N do
if Node. fault >Threshold then
Raise alarm
BlackList. add(Node)
end if
end for
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Require; Source— The node in the IEEE802, 15. 4e network
Require: GlobalFilter—some hosts need to filter based on IP rule
Require: LocalFilter — A map mapping an external host to a set of
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Specific external host.
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