ik BIW L L S Vol. 44 No. 3
2017 4E 3 A COMPUTER SCIENCE Mar. 2017

BRESZEMNEEESIZITRLLEBSFT
B ¥ B¥s$s FTH
(FREIA¥TEVAFS THER K 210094)
i E MELHAAEANSRRRAR LA RGEEI A EMSHETHAL.SCADA e MBL A LALS
FRRG, ATBRLIREAEANTRAARANZEALE " MM REATSOANLARLSZERELELR
AL R R R A AR SRR BEE RS ES LR ITHL. EEAENELAMAR 24
MEHEE MEFRSBEFYDERAGLLPAME, KEEGELBAMARL L B4 LR BRERARIE G
FMFZ4RH . B5EALLRMARIEHAARERRBARLEETAR. REANLEEN@EHUELRMIR AR
B R AR AR R,
REBR BARES,BROZEM,KEBRM, A
hEESEE TP393.0 IRAERINES A DOI 10. 11896/j. issn. 1002-137X, 2017. 03. 033

Design and Security Threats Analysis for Information Platform of Fusion Ubiquitous Network in Power Grid

QI Yong GUO Shi-wei LI Qian-mu
(School of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094, China)

Abstract
(Energy Management System) , SCADA (Supervisory Control And Data Acquisition) power grid automatic dispatching

With the rapid development of electrical informatization, the electric power system has established EMS

system, etc. In order to solve the problem of “information islands” caused by various heterogeneous subsystems in the
electric power system, an information platform of the SOA-based fusion ubiquitous network in power grid was pro-
posed. Threats of the infrastructure layer, data layer and service layer were researched on the architecture of the sys-
tem. The infrastructure layer threats include security threats for terminals, networks and servers. Data layer threats in-

clude private information leakage or damage and illegal access. Service layer threats include improper measures of certifi-

cate authority. Finally, security measures and recommendations were given for security threats faced by each level.

Keywords Service-oriented, Fusion ubiquitous network, Security threats, Measures
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