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Abstract In order to solve the problem that it is difficult to adopt more security and complex authentication mecha-
nisms in mobile Ad hoc network (MANET) because of the opening communication channels, highly dynamic moving
and sources-constrained nodes, a lightweight and shifted certificate authority (ILSCA) authentication architecture for
MANET was put forward, which is combined with an idea of lightweight CA,and it’s designed for MANET with short
lifetime and highly dynamic topology. L.SCA is equipped with the advantage of lightweight CA through simplifying the
traditional certificate-based CA, which needs no certificates. Moreover, LSCA, through the transfer of the overall CA
among a number of alternative CA nodes in a regular rotation, is not needed to preset nodes and know the topology of
MANET, and the system is attained a certain degree of tolerance. Analysis and simulation results show that LSCA has
robust resistance for DoS attacks, balances the tradeoff between communication, computation and storage, which is bet-
ter than distributed CA and CA with threshold mechanism, and is especially suitable for the topology of very dynamic
MANET networks.
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