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Forgery Face Detection Based on Multi-scale Transformer Fusing Multi-domain Information

MA Xin"?,JI Lixin® and LI Shaomei*

1 School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou 450001, China

2 Institute of Information Technology,PLA Strategic Support Force Information Engineering University,Zhengzhou 450002, China
Abstract At present,the proliferation of “face-changing” fake videos generated based on deep forgery technologies such as Deep-
fakes poses a considerable threat to citizens’ privacy and national political security. Therefore.it is of great significance to study
deep-faked face detection technology in videos. Aiming at the problems of insufficient extraction of facial features and weak gene-
ralization ability of existing forged face detection methods,this paper proposes a fake face detection method based on multi-scale
Transformer for the fusion of multi-domain information. First,based on the idea of multi-domain feature fusion,feature extraction
from the frequency domain and RGB domain of video frames improves the generalization of the model. Second. the EfficientNet
and multi-scale Transformer are combined to design a multi-level feature extraction network to extract more elaborate forged fea-
tures. The test results on open-source datasets show that the proposed method has better detection performance than the existing
methods. At the same time, experimental results on cross-datasets prove that the proposed model has better generalization per-
formance.

Keywords Forgery face detection, Multi-scale Transformer, EfficientNet, Frequency domain features,Feature fusion
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Fig. 1 Detection principle diagram based on multi-scale Transformer fusing multi-domain information
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Fig. 2 Face image representation based on phase spectrum reconstruction
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Table 1 EfficientNet-B4 network structure
B #® 1 o BER 3 B ¥
i F; H; X F; C; L;
1 Conv3 X3 380 X380 48 1
2 MBConvl . k3 X3 190 X190 24 2
3 MBConv6,k3 X3 190X190 32 4
4 MBConv6,k5 X5 95X 95 56 4
5 MBConv6 . k3 X3 48X 48 112 6
6 MBConv6,k5 X5 24 X 24 160 6
7 MBConv6,k5 X5 24 X 24 272 8
8 MBConv6 . k3 X3 12X12 448 2
9 Convl X 1&.Pooling&.FC 12X12 1792 1
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N A6 I AF: 55 o 19 A 280
2 K IIEAE FaceForensics+ + $UE 45 [ 096 I 45 51

Table 2 Detection results of each method on

FaceForensics+ + dataset

CRAE %)

Methods LQ(c40) HQ(c23)
ACC AUC ACC AUC
Face X-rayl20J — 61.60 — 87.35
Xceptionl2!] 86. 86 89. 30 95.73 96. 30
EfficientNet-B4L22] 86. 67 88. 20 96. 63 99.18
Two Branchl23] — 86. 59 — 98. 70
SPSLL3] 81.57 82. 82 92.39 95.32
MaDD!24] 88. 69 90. 40 97.60 99.29
Ours 90. 10 92.61 97. 39 99. 20

3.4.2 BHREBEENEREHN
J T VAL A SCHR AR R 32 A L AR /N R E FR+ +
(HQ) $ 4l 5= F1 Celeb-DF Fdi #4738, 5 Al 28 #5309
PEAT X HE S AS [ A 78 1) 3 50 40 4 A ) &5 SR =% 3 i3],
3 O ORRBLALRY B B 5 AUC 4551

Table 3 Cross-dataset AUC results of different models

CBL7 . %)
Methods FF++(HQ) Celeb-DF

Two-streaml?] 70. 10 53. 80
Meso4[25] 84.70 54. 80
DSP-FW AL26] 93.00 64.60
Capsulel*] 96. 60 57.50
Two Branch[23] 93.18 73.41
SMILL27] 96. 80 56. 30
spsLLis] 96. 91 76. 88
MaDD!24] 99. 29 67.44
Ours 99. 20 83.28

DASZG 45 BT LUF L B B R DN O vk A L T B A0
ARG L PERE AT AT 0 09 T . B ASCHR A A T AR i AT 1
JE SPSL AUA SCH7 Ik 3% J2 PR R 350 9 A O 30 380 SR T 00 80 ¢
AE L UE W] T %R AR TE B BOE AR AT RS U5 I A RUHE 5 D) A AR
LN ER AUC te SPSL 1Y AUC B H T 6. 4% 381 T A
I TF 2 RE Transformer $2 H 1) 25 58 140 58k 45 1F @l & 28
A F M
3.4.3 KRR

N TR AR SO E B DT E B A B A (D T A
S| T BB, W% 58 28 SRR AE 64T T AN (DO BIA T
% R B Transformer, fl EfficientNet B 4 & i+ T A K £ 38 4%
TEHE B0 2, Ay 4 b 4 7 33 9 Adh w3 0 1 2SR, AR T IR T T
T il 52 86 . LA EfficientNet-B4 W 4% #1 Vision Transformer [
45 21 B I ARG DU ASE TRV DN FEZR ALY 0 EfficientNet-ViT, H
1, EfficientNet-B4 W 45 ¥y 9] 45 fb 2 B2 35 F ImageNet il
L1 . Vision Transformer W 2% {# F 19 52 5 Transformer
o] A AL o X 0 AR AT R U 8 SRR B A I I TR O i
Y B0HE S5 #E4T 1 25 . 7E EfficientNet-ViT i 5L Rl 3 i 45 42
FRAE 52 BB He 10 K EfficientNet-ViT-P # # ; £ EfficientNet-
ViT §y3E Rt 3% A1 £ B Transformer %45 #)iC  Efficient-
Net-MViT ## ;78 EfficientNet-ViT (56l F R4 F & W b
Bt B AS SCHE HE AR AT R EfficientNet-MViT-P, 43 il 1
FF++ #0954 HQ WA B 3EFT IR Kol ik, % o 43 4 A< SC M
Arb A 3 A I G T 4 A Y R L S B8 25 SR AN SR 4 R4

F4 WHELTIE AUC Z5R
Table 4 Ablation experiment AUC results

w L= % RE FF++(HQ t
HEAE Transformer W AUC/ %
EfficientNet-ViT — — 98.15
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Fig.4 Comparison of Loss curves of four models on FF+ + dataset
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model on FF+ + dataset



o K, EETFZRE Transformer @A 2238045 B0 Bhd A G 6 00

117

I AT AL 5 BT LU A SCHR Y i B B T DL TR 2
B T P e X 3 3 00 DX BT I M A X R B T ) B
FLAT % B (0 R AE , (] st mT DL 7E — e AR R L A R O AT AR S
T EAE FR+ 38 48 3R B0 B 07 19 4 5 PERE
3.5.2 A B TALL M

RTINS X A T R B A
M, {8 B T-SNE™* ( T-distributed Stochastic Neighborhood
Embedding) Bk MG T i Ji — A2 R 9 1792 2
H NG RGRAE B B 22 2 S48 e AT T AR 40 AT .

AT XA SO AE FE+ + 8048 58 HQ(c23) Wi A< Il i 4R
L B #E 4T T-SNE /] g4k, 25 R a0l 6 fros . EIh g
0 R 3R 8 B S0 N W 4t 5 79 Rr AR 7E 45 1] 1 43 A1 20 66 BB
Feon h s N KR 4 5 1) R AE A 25 (M 43 A o fR T AR5 SR T
VLt K 43 It e 0 52 A0 o (9 N R AAE 4 v 43 A1 AE A2 i
DX 388, P et B0 AT v 1 NG AR A DU A 7 A 300 X8R, R DA S 4
B e T 2 RO Transformer fill A 22 3805 13 /9 04 38 A K 46 0
7 ¥k RE 05 A ARG I AR Y Pl i K

10 -

»

\ d
06 v "
04 s TR 'ﬁ\;#
02 p =3
« Origin \%-. .

0  DeepFake -

0 02 04 06 08 10

&6 M4 g T-SNE "] BLAL 45 21 CHL 7 RO R 1RD

Fig. 6 T-SNE visualization results of model output
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