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Heterogeneous Provenance Graph Learning Model Based APT Detection

DONG Chengyu, LYU Mingqi, CHEN Tieming and ZHU Tiantian

College of Computer Science & Technology,Zhejiang University of Technology, Hangzhou 310023, China

Abstract APT(advanced persistent threat)are advanced persistent cyber-attack by hacker organizations to breach the target in-
formation system. Usually,the APTs are characterized by long duration and multiple attack techniques, making the traditional in-
trusion detection methods ineffective. Most existing APT detection systems are implemented based on manually designed rules by
referring to domain knowledge(e. g. s ATT&.CK). However, this way lacks of intelligence, generalization ability,and is difficult to
detect unknown APT attacks. Aiming at this limitation, this paper proposes an intelligent APT detection method based on prove-
nance data and graph neural networks. To capture the rich context information in the diversified attack techniques of APTs, it
firstly models the system entities(e. g. » process.,file,socket)in the provenance data into a provenance graph,and learns a semantic
vector representation for each system entity by heterogeneous graph learning model. Then, to solve the problem of graph scale ex-
plosion caused by the long-term behaviors of APTs, APT detection is performed by sampling a local graph from the large scale
heterogeneous graph,and classifying the key system entities as malicious or benign by graph convolution networks. A series of
experiments are conducted on two datasets with real APT attacks. Experiment results show that the comprehensive performance
of the proposed method outperforms other learning based detection models,as well as the state-of-the-art rule based APT detec-
tion systems.

Keywords APT detection, Graph neural network,Provenance graph, Hosted-based security, Data-driven security
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Table 4 Computation overhead of whole-graph detection

Whole-Graph/ ¥ %
50 500 5000 50000 90000

Local-Graph

WA /GB 0.8210 0.9810 1.4390 6.3610 10.2630
PATH /s 0.1558 0.1602 0.1669 0.6568 2.1332

0.8450
0.1598
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Table 5 Evaluation of different meta-path combinations

Precision Recall ACC Macro-F1
MPC, 0.8514 0.9916 0.9940 0.9565
MPC, 0.8902 0.9916 0.9957 0.9679
MPCy 0.8708 0.9958 0.9950 0.9633
MPC, 0.9046 1.0000 0.9965 0.9740
MPC5 0.8551 0.9958 0.9943 0.9586
MPCgq 0.9252 0.9916 0.9971 0.9779
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Table 6 Comparison of different detection methods in In-Sample

strategy
Precision Recall ACC Macro-F1
SVM 1.0000 0.0457 0.9641 0.5041
GAT 0.0000 0.0000 0.9670 0.4916
Lab HGAT 0.7102  0.1093  0.9663  0.5124
HEE CONAN 0.9758  0.9981  0.9983  0.9915
THREATRACE  0.9673  0.9750  0.9978  0.9892
OUR 0.9252  0.9916  0.9971  0.9779
SVM 1.0000 0.1253 0.9237 0.5709
GAT 0.0000 0.0000 0.9715 0.4925
DARPA HGAT 1.0000  0.2491  0.9732  0.6932
B & CONAN 0.5895 1.0000  0.9759 0.8395
THREATRACE 0.5657  0.8334  0.9746  0.8107
OUR 0.6667  1.0000  0.9820  0.8703
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