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Study on Stream Data Authorization Revocation Scheme Based on Smart Contracts

MEN Ruirui,JIA Hongyong and DU Jinru

School of Cyber Science and Engineering,ZhengZhou University,Zhengzhou 450000, China

Abstract 10T devices and services encrypt real-time generated stream data for outsourced storage,and authorize users through
access control. When the user’s identity or permissions change,authorization to the user needs to be revoked. Existing revocation
schemes have problems of frequent key updates and re-encrypted ciphertext, resulting in low revocation efficiency, insufficient
flexibility, difficulty in achieving real-time revocation.and the risk of data leakage. In order to solve the real-time authorization
revocation in the outsourcing storage scenario of streaming data,a decentralized authorization revocation scheme based on smart
contracts is proposed. Under the loT architecture combined with edge computing and blockchain, the streaming data is divided in-
to blocks according to time intervals,and a large number of unique keys corresponding to the blocks are generated using the
HASH tree.and the partitioned data is symmetrically encrypted. The tree nodes create access tokens and share them through
proxy re-encryption technology,to implement modifiable access policies and efficient dynamic data sharing. By utilizing smart con-
tract technology to create access control lists and misconduct lists, users are subjected to scheduled and immediate revocation
operations.achieving decentralized real-time authorization revocation. Through security analysis and simulation experiments.it has
been proven that this scheme provides better security,functionality,communication,and computing costs compared to other rela-
ted research schemes,and is more effective.

Keywords Stream data,Edge computing,Blockchain,Smart contracts, Access control. Authorization revocation
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A ST AR o HE SR BB M SR A R D) AE L R
BRE A AT B R A AT O, S E I R D
R 46
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AES-GCM 0l & T AES % 1 GCM 5 ) 3 i 24
P R T UL R SRR MR Y. AES-GCM 53 i Rk 2
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AR AT AES I A 20 S5 2550 C T Hone 1 398 7 AR B
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B W0 i Ak B B S50 i TR s [R] 1 BR) 43 e  %E A B aE e dik
ATINE 5 025 AL S B B A0 B A 17 1] 4 R 3 2ok AR 3 o
TN FAR AT = AE Dy R B B IR TR TR REE AW
U 100 42 1) AE B 5 7 U () ASC B 48085 B B » S35 R 1) e
G
5.1 HBYIEML

BV BT #8 EUE A0 AR LA R IR 1R] ) B 43 B, I
DL Oy OB e — S . T B ) K A HL o — A BE ALY Ak
AT N, BEAL A FR BB by g S e L A 2
AR I B SR/ BRI 3XORE AT DL ARV BOHE 3 SR A R R
S b BEAT BB, 5 R T SR 2 e 5 8 P A g 6 I S ) R R
% Kb A A U ) TR B AT LA AR B G L X 2 ARG G
HEATHES .

Access control flowchart

HAE SR T WA . SR
HR AT A5 i — AN A 2% ELBE AL R T2 B, 53X A Fh A BT A
B WP R — A T SUER B D BE AL ZE R #S PRG
(Pseudo Random Generator) 4 i , PRG & — 4~ A & BEHL T 1
PREL G:{0,1)*—>{0,1}*",¢>0, KA — PRG,G: {0,
13 —=>{0,1}%, R 4% 5¢ 4 = X # # 1 PRF (Pseudo Random
Function) , i B % F:{0,1)* X {0,1}"—>{0,1}*, ¥ %5 ¢k
PE AR 5 PRG I AR F) Gk, SR 5 M I8y A 055 — 7
OO MR AT UF)A B G (Gr) o E R F —4 5 5 PRG
B LR L HERY R PRF, %8 4 4 S i35 5 5 A 3
SR FA RS B A ek ks e
foy—1 ) AR BIREHLE S WSS 8 ] AES-GCM N 4% 8 125 X 39
HEAT X BRI 2 L 2 B S0 G 38 S 3R A T B0 I R T
DA 250 it 1 252 0 v 0 4 S 91 LR R ) BB 3 oK o X i
T T IR, i AL BOHE 1 SR A T LA TR BCHE I A AN B TR]
%, ST IR B A 7 I s o
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5.2 EHHH#£=E

BE A L IR R A AR MR
B PG LA 8 95 AL A TE T )4 R K B R A BT
LR FRT A R LT n) A h b 23 Ak B T (A Y
TR AT R R B AR AT A R Ol o A 2 %
A7 3=, DU RO 7 SR 2 4K B4 b, O 3 B BT 5 19 55 B A KL
[7i] B A2 9/ 0 2 s N — A IR S s — AL o
T BB A B ST R N B AR, U IR A
AT AC 0 % i g ﬁwEBﬁT

NC = reencrypt(delkey ,edek)

delicy f@a&%%;

;&%E‘Lﬁ;}(% dek = dea}pt(skr NC)

%ﬁf@‘ﬁﬁﬁ%‘ M = decrypt(dek, C)

dek = random()
C = encrypt(dek , M)
edek = encrypt(dek , pks)
delkey = rekey(sks ,pkr)

C,edek

C,edek

3 Bk
Fig. 3
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Key sharing

1452 5 77 38 1o 1 13 i 2% B8 1 A A FA 6T B0 BT A
BN ph,/ sk, BRI K E L U KT ph, /sk,
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5545 .
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Key derivation and data encryption
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SYCEE R 55 4% (o FH N % %% 4 delkey YT edek #E4T N
2%, A B N % SC NC, NC= reencrypt(delkey,edek) , It ¥
B30 C FE N % 30 NC Kk BigR#E .

6)IE R ALY sk, % NC.ER P4 K= de-
crypt(NC,sk,) il 3 U5 7] 4 fi, 15 2R & 1T LLSR 2 C 45 3 B 3¢
M,

T3 A 2 AR AR R 45 9 T LA TE S 3R BUERHE P 2 1 1 0
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AR, ST SRR & T RE L RO T SR I R AL R 4
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C HEAT I IFIR [ P [l 25 SR AAL 5. S TR AESG LM AL
WAL 1 FR H i MIT 3R WA # 8235 5k Z 18] i 19 B /b
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it 45 R result, ZE51] penalty

L/ = BReSGAVIER TR« /

2. W tH4k . p < RC[user][ operation ]

3./ 5 B[] A LU0 4% 252 9 E 75 4B 4R » /
4.1 UT< time

./ xR B ACC ) A& L5 R ACC. result x /
ACC. result < ACC. list

L/ T R e TR AR R A SR A -1 % /
if time-p. ToOLR<C p. M1

wl

© o =N o>

p. NoFR < p. NoFR+1
/s J T AT T SR U 5 B B %/
11.  if p. NoFR = p. TH
12. /% #& ] MC Hl JC %5t MC. result Fil penalty * /
13. MC. result < false

10.

14. penalty <= JC. judge()
15. / « B B FE IS [A] VAR IR 447K« /
16. UT < time+ penalty

(521

17. MC. list < resourc

18.  end if

19. else

20,/ » [ B A 6 2 SR A R Rk 0 % /
21. p. NoFR < 0

22. end if

23.end if

24, / % B SRR JE — i R i ]« /

25. p. ToLR < time

26,/ % {4 ACC 1 MC iR [l Fr & 45 5t = /
27. result < ACC. result and MC. result

28,/ i B LG RV SR g B HGR ]« /
29. Trigger event returnResult(result, penalty)
5.3.1 E#M4A 4 RC

HEM A2 RC 6% JC.MC il ACC Y {5 B 42 fiE 4% 3 i
Se 5 [ A T R . BOHE I R 2 T LU A RC 6 & # Ay ACC &
AMHE R THAALCE L. TEAROBEZAE
B R EE R T .

DereateContract() : 7] g1 RC 4 2998 /1, Fl T 61 £ %7 14
ACC &4,

2) getDataln foO . FF 3k WU YR K & B &5 5 B,
ACC Hutik | JE IR B0H0 W6 A 2 VB 1 A R SRS = IR g5
A,

3updateDataln foO : Hl T HHEIEIE K E T ME L.
5.3.2 5 E A4 ACC

i I 5 ) A 29 ACC Sk X He B 42 4L im 2 2308 19 7 ] 42 il
F I HER TR — A ACC S8, — MR 524
ACC Ik , ACC 38 2 4 A T SR W Sl S92 B i 245 7 1] A B
AE ., ACC #idr 8 — A vrlal il 51 2% (ACL) , ACL i 5% T 4K
PR AV AR, e 1 g, R BER A L .
LB 945 (Stream) BRI 5K # (User) BRI 5K & 7] U7 1)
Y B0 VI ] (Scope) B 7% 44 . H T 3 E 18 oK & 0935 T 5 B
(Permission) \#Z AL [7] ( Grant-time) A1 A BR 52 # 5} 7] (Expi-

ry-time) ,

F 1 imEEER

Table 1 Access control
Stream  User Scope Permission Grant-time Expiry-time
01 Userl  [5,9] 0X52d65-+  2023-03-05  2023-07-01
02 User2 [1.6] 0X37db5--+ 2023-03-01 2023-05-01
03 User3 [3,8] 0X4a55k--+ 2023-04-01 2023-06-01

ACC H i) EEREN R

DaddPermission() : ] Y [a] 4% il 1] & o 34 i — A~ 8
KH.

2) removePermission) : $048 I 4 3 7T LA 3 8l 4 FH 2 ok )
BRABR 5 20 5 2% B AN S 20 300, 1 Bl U % O 13 R i 5
T F BALRR

3 updatePermission) . BT KA BIVFFE .

4 getPermission) : I KA WA FE R,

5.3.3 REATHAEY MC

KRBT H AL MC il H & H kil A8 S 15 0, I8
A M AT R AR (ML) k2 fT5 . @it K B P 45 b ok
SEHL AN A VTRV BRI o AN 2447 4 55 S B ] Py 5 0
R IE AR 3R 22 AR U R RO R B RS BUBE 4 . X
FELIL T AR B AT A, AT LR BOH R 9 15 it e £ 5 2 58 (1
WRMIERIBAT, £ 2 PHEAFZERA BRI RHE (User)
W32 R 447 R B B 45 (Object) P 3 $ 4 BAR B9 A 4174
(Misbehavior) . th LA 447 g B 6] (Time) FIR A 447 g 52 il
A9 4 57 4 it (Penaity) .

#o AUTH
Table 2 Misbehaviors

Subject Object Misbehavior Time Penaity
. 2023-03-05 Blocked for
userl Sensor2  Too frequent requst
11:40 two hour
. X 2023-03-05 Blocked for
userl Server3 Successive failure
11:42 one hour
. Attempt to access 2023-03-05 Revoke
user2 Server3 . L
data illegally 12:42 permissions

MC 9 2R ECF

D getmisbehaviorO : I TR EMN P ZECEBINIAALY
G ElE LM

2)addmisbehaviorO : T8 FHE- N 47 /5 F b,

3 determinePenaity () . YA 470 7 50 K 1 72 36 24 1Y
GORTIET= §iiT8
5.3.4 FlratJC

HIWi 42y JC 3@ N ACC Al MC H2 iR [ i 177 7T 45 &
RFNW A ViR . JC 25 5 T 17 A £ 1) 51 3R F A
AT AT R GA — BN P B U AR & 2
K BRAT AR L 19 4E 55 SRR 5 Q2R 7 R)ACBR AN 1E A 30 A4 S
FlF A LR AR AT AL 55 SURAE IR P R IR G R .

JCH EZ R BT

judgeRequest () . B iIF i 3K & J& 75 76 Ui A #5411 & v, 45
AENAEL YT, IR AT R R B AT it St &A
IC 53, DR 49 A0 573 415 it 3 31 ACC AT HRAE .
5.4 5 iE) A% BR #f 5

VLTE 9 75 SR TR 4808 U 1) 399 18] o0 20T 48, 3055 n 2% £
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Table 6 Cost of smart contract functions

Function Gas used Cost
creatContract 1813010 0.578
getDatalnfo 39643 0.012
updateDatalnfo 146578 0.047
addPermission 149432 0.048
removePermission 101819 0.033
updatePermission 164526 0.039
getPermission 64852 0.019
getmisbehavior 59186 0.018
addmisbehavior 183531 0.050
determinePenaity 165972 0. 049
judgeRequest 84562 0.020
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Fig. 7 Smart contract throughput
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