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Study on Artificial Immune Detector Generation Algorithm Based on Label Influence Propagation

ZHOU Zunlong, CHEN Wen and MA Xinlei
School of Cyber Science and Engineering, Sichuan University, Chengdu 610065, China

Abstract Artificial immune systems utilize training samples to screen and train candidate detectors,so as to generate mature de-
tectors covering non-self regions for self and non-self differentiation. The traditional negative selection algorithm(NSA) based de-
tector generation algorithm usually requires a large number of labeled self training samples, while the limited number of labeled
samples in practical applications leads to insufficient detector training,which restricts the detection accuracy of detectors. To ad-
dress this problem, this paper proposes an immune detector training method based on label influence propagation,where label in-
fluence propagation is performed by a small number of labeled cluster members among samples belonging to the same cluster,and
pseudo-labeling is performed for the unlabeled samples in the cluster. Subsequently, this paper removes low-confidence newly la-
beled samples based on noise-learning-based pseudo-labeling assessment. The newly labeled samples that passed the labeling as-
sessment are added to the training sample set to extend the labeled sample size and improve the training quality of the immune de-
tector. Comparative experimental results on seven types of UCI public datasets of different dimensions and sizes show that the
proposed label influence propagation-based immune detection training algorithm is able to effectively improve the training per-
formance of the detector,especially in the case of limited training samples or unbalanced datasets,the detector’s performance is
significantly better than the traditional methods. Compared with the detection generation algorithms such as PSA,co-PSA.GFN-
SA,etc, the recognition accuracy of the detector is improved by 10% on average.

Keywords Label influence propagation, Artificial immunity,Detector generation algorithms, Label evaluation
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Table 1 Time complexity of each algorithm
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BT IZ T NSA BUPERETTAL . i 5 i TR0 00 40

TESLE A PERE B 3 S IEM AR R N (2) g X

% 2 Fr3. Bep, CHARIGER M9 BRI 2R (2 p, (IE A KT R 19 ITH IR
o I A LK I %
%2 UCIHdm s Flep, CBERICE B HAZ IR ,
Table 2 UCI dataset tp: =Ny /Ny, TNy
wps HE B R A 4 8 A tpy=Nu/(Ny+Np) 12)
k) fik  HARE & AR E tpe =Ny + N, /N, +Ny +N, +Np)
Statlog 14 0 383 1 307 . L .
Breast o ) P . il For N, FIN p, 43 5 3 m Al B AR BE A 1 0 BF 4 R A B 44 19 4
Heart 14 0 164 others 139 T8, 1M N, FIN p, 278 HARREAS {8 2 5 M R0 BH P 0 B0
Hepatitis 19 1 32 2 123 S A 2 — ~
epatitis FESE I B, AR SO E T B AR IE A MR AR B L L
HTRU2 9 1 1639 0 16259 - - .
- \on \ . — 1 = y - o A
Iris 4 Iris-setosa 50 others 100 5% %) 60 % Z 1A, DL A M AR NI ZPERE. ST
Wine 13 1 59 others 119 %%gn% 37?‘% 6 ﬁﬁ‘ﬁ'] s
£ 3 SUCARTEIGRAEA BT L 45 5
Table 3 Comparison results of 5% labeled training samples
[€79)
Wi TIPSA co-PSA GFNSA V-Detector PSA
tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa
Statlog 72 88 80 83 79 81 49 90 67 62 71 66 49 94 69
Breast 97 97 97 98 89 95 93 96 94 88 94 91 88 99 92
Heart 89 76 88 80 70 76 17 98 54 37 87 61 41 98 45
Hepatitis 26 96 81 59 75 72 6 100 81 11 96 80 18 98 81
HTRU2 68 100 97 58 100 96 98 7 15 92 25 31 61 100 96
Iris 100 100 100 99 100 99 57 94 82 37 100 80 59 100 86
Wine 93 99 97 94 93 93 8 100 70 15 87 64 20 100 74
F4 20% CARTEVIGRAEA 1Y XT b 45 5
Table 4 Comparison results of 20% labeled training samples
[€79)
X TIPSA co-PSA GFNSA V-Detector PSA
tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa
Statlog 85 90 87 86 82 84 79 70 75 87 52 70 54 97 73
Breast 97 98 97 98 93 96 96 93 95 96 82 91 89 100 93
Heart 94 87 94 82 79 81 48 91 68 76 66 71 48 100 52
Hepatitis 75 88 86 57 90 83 19 100 83 36 81 73 29 98 84
HTRU2 69 100 97 68 100 97 98 3 11 98 7 14 67 100 97
Iris 100 100 100 100 100 100 73 92 86 71 100 92 88 100 96
Wine 92 99 97 98 96 97 32 100 77 55 72 67 29 100 76
F 5400 CAR IR A B0 L4
Table 5 Comparison results of 40% labeled training samples
[€79)
) TIPSA co-PSA GFNSA V-Detector PSA
tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa
Statlog 89 93 91 89 88 88 90 56 75 94 38 62 64 98 79
Breast 98 98 98 98 96 97 97 90 95 99 72 86 93 100 95
Heart 96 92 96 87 84 85 70 85 77 90 50 67 59 100 62
Hepatitis 82 92 90 70 92 88 41 100 87 61 71 70 48 99 88
HTRU2 80 100 98 77 100 98 100 1 10 99 5 11 74 100 98
Iris 100 100 100 100 100 100 83 93 90 82 98 94 97 100 99
Wine 99 99 99 97 98 97 56 100 85 79 58 62 47 100 82
#6602 T hREE VI GRFEA Y X5 L 45 21
Table 6 Comparison results of 60% labeled training samples
[€79)
, TIPSA co-PSA GFNSA V-Detector PSA
tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa tps tpn tpa
Statlog 92 96 94 93 91 92 95 47 73 97 35 55 76 99 86
Breast 98 99 99 99 98 98 99 88 95 100 65 80 96 100 97
Heart 97 96 97 91 90 91 82 81 81 95 45 61 73 100 75
Hepatitis 89 95 94 79 95 92 59 100 91 79 56 58 64 99 92
HTRU2 87 100 99 86 100 99 100 1 10 99 6 9 94 100 98
Iris 100 100 100 100 100 100 89 93 92 94 97 96 99 100 100
Wine 99 99 99 99 98 99 71 100 91 86 54 60 65 100 88
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A R I HOAR A T A% 42 O B PSA, TIPSA 1Y ffE 4 %

T 50 % A4 (U0 Wine BHE 45 89 H 4G H 3R, Hepatitis
B 424y Y 5t R ) e A B0 SR M R 45 19 B R (o
Hepatitis fl HTRU2 $#%4) , TIPSA 75 A & & W 2 f1E A
PRGN 2 T T 40 R R 4 B 00 v 2R, TIPSA 53k 58 o b
SR 0 1B A SR R AR 43 Fe P AR AE L DA 2 ARG T 7%
PRI st vy LA A A P A T L T Y G R X
LER R, TIPSA 78 G B RN IE % /W CER /AR B RO X 4
1 55 b e BT A, 5 R 7E DI 5 B AR AR /0 B SR AR R
B g1 R RU

T OARGREAE 40 20 Y LKl A I 5% o 45 A1 2Rt )

Table 7 Detector preparation and training time of different algorithms with 40% training data

(ZD)

. X TIPSA co-PSA GFNSA V-Detector PSA
R & tlES & tlES & ElES i LES A ES
Statlog 2.58 2.56 4.88 4.86 1. 36 51.34 2.37 51.57 0.37 0.36
Breast 2.56 2.55 4.43 4.42 0.54 50. 61 1.81 51.58 0.29 0.28
Heart 0.68 0.67 1.69 1.68 0.98 51.48 0.87 50.17 0.11 0.11
Hepatitis 0.37 0.37 0.43 0.43 0.32 50.52 0.43 50.45 0.09 0.09
HTRU2 8.77 7.86 47.24  46.30 7.96 0. 60 8.72 0. 40 1.51 0.56
Iris 0.33 0.33 0.45 0. 44 0.07 50. 59 0.21 50. 38 0.11 0.11
Wine 0.46 0. 46 0.53 0.52 0.46 50. 96 0. 44 50. 82 0.11 0.11

co-PSA Il TIPSA J& B 1 AH 3T . 4 2 38 i /> 8 /9 2 J AR
ZREARY RN AL O B AE AR IE# 2 [ TIPSA X co-PSA
BIPE ST (R BR T R R, B0k 00 B M B O TR A
L PO E LS b A AR I I SR BCHE TT B TR A M S
70 32 BT G, B A0 AE DGR BOHE h & A D S R AR IE R
SCEG AT AR,7E Heart S8 4 v &1 0 Y1 21 8088 vh e e 75 1 3
ST T X T . SR AR AR AR 20 %0 09 I 2R AR L B
BIAE DL, REMLAE SO ZRAE b 390 ~ 45 %6 19 B0 (14 A 28, WL 2%
K B e 7 3 5 T TIPSA Fil co-PSA IIHLIRAE f1. &
g WA 2 iR,

HHE/%

EHERDE/%

[ TIPSAYEH % T 4t

B co-PSAMEH K T dt

— - TIPSAYH ¥
VS

21 27 23 39 45

%7 Al /%

Pl 2 YIZRBOE & 5 S BL T TIPSA il co-PSA 5535 i AU
Fig. 2 Performance of TIPSA and co-PSA algorithms on training

data with noise
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