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Study on Binary Code Similarity Detection Based on Jump-SBERT

YAN Yintong, YU Lu, WANG Taiyan, LI Yuwei and PAN Zulie
College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China

Anhui Province Key Laboratory of Cyberspace Security Situation Awareness and Evaluation, Hefei 230037, China

Abstract Binary code similarity detection technology plays an important role in different security fields. Aiming at the problems
of the existing binary code similarity detection methods,such as high computational cost and low accuracy,incomplete semantic
information recognition of binary function and single evaluation data set,a binary code similarity detection technique based on
Jump-SBERT is proposed. Jump-SBERT has two main innovations. One is to use twin networks to build SBERT network struc-
ture, which can reduce the calculation cost of the model while keeping the calculation accuracy unchanged. The other is to intro-
duce jump recognition mechanism, which enables Jump-SBERT to learn the graph structure information of binary functions.
Thus. the semantic information of binary function can be captured more comprehensively. Experimental results show that the re-
cognition accuracy of Jump-SBERT can reach 96. 3% in the small function pool(32 functions) and 85.1% in the large function
pool(10000 functions) , which is 36. 13% higher than state-of-the-art(SOTA) methods. Jump-SBERT is more stable in large-scale
binary code similarity detection. Ablation experiments show that both of the two main innovation points have positive effects on
Jump-SBERT, and the contribution of jump recognition mechanism is up to 9. 11%.

Keywords Binary code,Similarity detection,Semantic information,SBERT network structure,Jump recognition mechanism
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4 0x002050 lea rdi, obj.completed.0 N 4 0x002050 lea rdi, [str] N
0x002057 lea rax, obj.completed.0 0x002057 lea rax, [str]
0x00205 rax, rdi 2 rax, rdi
X e ?mp rax, rdi Tokenization and 0x00205¢ cmp rax, rdi
0x002061 je 0x2078 Normalization 0x002061 je [addr]
0x002063 mov rax, qword [reloc._cxa_finalize] > 0x002063 mov rax, qword [function]
0x00206a test rax, rax 0x00206a test rax, rax
0x00206d je 0x2078 0x00206d je [addr]
0x00206f jmp rax 0x00206f jmp rax
0x002078 ret 0x002078 ret
- J e 'e J
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Fig. 3 Jump-SBERT input instruction representation
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F1 NS EE £
Table 1 Training and test data set statistics
Datasets # Projects % Binaries  # Functions
BinaryCorp Train 7845 38455 21085338
BinaryCorp Test 1974 9675 4791673
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Table 2 Jump-SBERT evaluation results in small function pool

Jump-SBERT 00,03 01,03 02,03 00,0s 01,0s 02,0s Average
Cosine-similarity 0.951 0.974 0.958 0.956 0.972 0.966 0.963
Manhattan-distance 0.960 0.958 0.942 0.908 0.952 0.944 0.944
Euclidean-distance 0.958 0. 960 0.930 0. 906 0. 954 0.949 0.943
Dot-product-similarity 0.945 0.969 0.952 0.959 0.969 0.950 0.957
jTrans 0.941 0.970 0.981 0.949 0. 964 0. 964 0.962
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Table 3 Jump-SBERT evaluation results in large function pool

Jump-SBERT 00,03 01.03 02,03 00,0s 01.0s 02,0s Average
Cosine-similarity 0. 868 0.880 0. 826 0. 836 0.860 0. 834 0.851
Manhattan-distance 0.861 0. 848 0.839 0.849 0. 854 0.841 0. 849
Euclidean-distance 0. 853 0. 855 0. 844 0.849 0. 859 0.835 0. 849
Dot-product-similarity 0. 856 0.872 0.821 0.826 0. 847 0. 827 0. 841
jTrans 0.499 0.668 0.736 0.550 0.648 0.648 0.625
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Fig. 4 Comparison of accuracy of Jump-SBERT and jTrans at

different number of function pools
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Fig.5 Comparison of recognition accuracy of Jump-SBERT
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# 4 Jump-SBERT,SBERT 5 BERT 7 K b it r () 6 i Bt ] %of LE
Table 4 Comparison of detection time of Jump-SBERT,SBERT and BERT in large function pool

00,03 01,03 02,03 00,0s 01,0s 02,0s Average
Jump-SBERT 523 509 431 591 494 548 516
SBERT 505 482 403 588 455 529 493.7
BERT 775 754 634 905 714 822 767.3
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