wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

HEFRSFINEEADRENIEE
KFF, XIBE, AR, A, XURER

5IAEX

KRFR, XA, FOR EWA XHEF. ETFRSFINTEADREQNER]. HENRE 2024,
51(6): 434-442.

WU Fengyuan, LIU Ming, YIN Xiaokang, CAl Ruijie, LIU Shengli. Remote Access Trojan Traffic
Detection Based on Fusion Sequences [J]. Computer Science, 2024, 51(6): 434-442.

BUXEEE (BERXINE IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
TFREFRESHED TTRIBEIHHE S EREIRBITT %

Function-call Instruction Characteristic Analysis Based Instruction Set Architecture Recognization

Method for Firmwares

HENRSE, 2024, 51(6): 423-433. https://doi.org/10.11896/jsjkx.230500087

&2 LEREIFIZFERKRAIE X AT %
Semantic Matching Method Integrating Multi-head Attention Mechanism and Siamese Network
HHEHEIE, 2023, 50(12): 294-301. https://doi.org/10.11896/jsjkx.221000083

1B X A9Z 2RH I R E S T 7T A

Semantic-based Multi-architecture Binary Function Name Prediction Method

HEHRIE, 2023, 50(10): 369-376. https://doi.org/10.11896/jsjkx.220800175

RS R IEIEBRIN P X EF SRR BITTE
Chinese Medical Named Entity Recognition Method Incorporating Machine ReadingComprehension
IHEHEIE, 2023, 50(9): 287-294. https://doi.org/10.11896/jsjkx.220900226

BRI AEKFESHF R PR RERE
Automated Reasoning Techniques for Solving Combinatorial Mathematical Problems:A Survey

HEMNREEE, 2023, 50(7): 167-175. https://doi.org/10.11896/jsjkx.221000251


https://www.jsjkx.com/CN/10.11896/jsjkx.230400159
https://www.jsjkx.com/EN/10.11896/jsjkx.230400159
https://www.jsjkx.com/CN/10.11896/jsjkx.230500087
https://doi.org/10.11896/jsjkx.230500087
https://www.jsjkx.com/CN/10.11896/jsjkx.221000083
https://doi.org/10.11896/jsjkx.221000083
https://www.jsjkx.com/CN/10.11896/jsjkx.220800175
https://doi.org/10.11896/jsjkx.220800175
https://www.jsjkx.com/CN/10.11896/jsjkx.220900226
https://doi.org/10.11896/jsjkx.220900226
https://www.jsjkx.com/CN/10.11896/jsjkx.221000251
https://doi.org/10.11896/jsjkx.221000251

http: /www. jsjkx. com

DOI: 10. 11896/jsjkx. 230400159

St A 2
COMPUTER SCIENCE

ETHERFINZERDRERNEE

RER"  x B FNER BN

LAMKFRERE ZA2%K M 450001

2 ERIRBRFNEREZA2¥K A M 450001
(lingtree@qq. com)

X B F°

H E HASAAZERLAZTEMNT EZZHENRE KR AARFREHRSFPARET A TRESFINGLIEA
Lpghn R, BERASHEFTERARNBAETEZEALAZTECKAFI G REKEFI Fo e at 8 18 (555 5 @y £
F AR BRI N RBRES T, Kk S N Transformer A A A S Kz E AN LR LZEBLEBZREOFINALKR,F
IRLBAEATARX A BRI T 2R R BN S SR G208, TRBEARERRM L 2EGA 20 MK
Yo AT M A B AR D AR T HBOE R TRE, AP R R AN EA RAUE Sl R T AR F A AR E R
fom MK E LRI AR E AL AT S A IR S T AR, & AR 25 AR B R AR I, R AR TR E AR AR R L& R
&R,

FEFE B KL N ;ERA TG Transformer R ; £ Lk E & A WH ; R LT ABEKX

mESES TP393.08

Remote Access Trojan Traffic Detection Based on Fusion Sequences
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1 School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou 450001, China

2 School of Cyberspace Security,Information Engineering University,Zhengzhou 450001, China

Abstract In response to the issues of weak generalization ability, limited representation capability,and delayed warning in exis-
ting remote access Trojan(RAT) traffic detection methods,a RAT traffic detection model based on a fusion sequence is pro-
posed. By deeply analyzing the differences between normal network traffic and RAT traffic in packet length sequence, packet pay-
load length sequence,and packet time interval sequence, traffic is represented as a fusion sequence. The fusion sequences are input
into a Transformer model that utilizes multi-head attention mechanisms and residual connections to mine the intrinsic relation-
ships within the fusion sequences and learn the patterns of RAT communication behavior,effectively enhancing the detection ca-
pability and generalization ability of the model for RAT traffic. The model only needs to extract the first 20 data packets of a net-
work session for detection and can issue timely warnings in the early stages of Trojan intrusion. Comparative experimental results
show that the model not only achieves excellent results in known data but also performs well in unknown traffic test sets. Com-
pared with existing deep learning models, it presents superior performance indicators and has practical application value in the
field of RAT traffic detection.

Keywords Remote access Trojan detection, Fusion sequences, Transformer model, Multi-head attention mechanism, Trojan

behavior patterns
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Fig. 4 Packet interval sequence of the traffic of 10 normal applications
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Table 2 Dataset details
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Fig. 7 Average accuracy experimental results of different

combinations of hyperparameters
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Fig. 9 Experimental results of average accuracy and recall rate of

different sequence lengths
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Table 3 Performance of different methods on test datasets

%

HA Accuracy Recall F1-Score ROC-AUC
CNN 99. 92 99. 92 99. 92 99.91
CNN+LSTM 99. 96 99. 97 99. 96 99. 96
BILSTM 98. 24 98. 09 98. 32 99.76
Stacking 98. 95 98. 96 98. 96 98. 93
Transformer 99.91 99.91 99.90 99.91

(KX F %) ' : : '
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Table 4 Performance of different methods on unknown datasets

%)
A Accuracy Recall F1-Score ROC-AUC
CNN 81. 37 85.51 73.88 82.52
CNN+LSTM 81.29 78.77 72.17 80. 59
Bilstm 72.11 69.17 63.21 69.17
Stacking 65. 34 65. 66 67.82 65.19
Transformer
91.23 91.24 90.49 91.23
(R LT %)
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