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Blockchain Anonymous Transaction Tracking Method Based on Node Influence
LI Zhiyuan'**,XU Binglei' and ZHOU Yingyi'

1 School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang, Jiangsu 212013, China
2 Jiangsu Provincial Key Laboratory of Industrial Network Security Technology,Zhenjiang,Jiangsu 212013, China

3 Jiangsu Province Ubiquitous Data Intelligent Perception and Analysis Application Engineering Research Center,Zhenjiang, Jiangsu 212013, China

Abstract With the rapid development of blockchain technology.,illegal transactions with the help of virtual currencies are beco-
ming increasingly common and still growing rapidly. In order to combat such crimes, blockchain transaction data are currently stu-
died mainly from the perspectives of network analysis technology and graph data mining for blockchain transaction tracking.
However, the existing studies are deficient in terms of effectiveness, generalizability, and efficiency,and cannot effectively track
newly registered addresses. To address the above issues,a node-influence-based blockchain transaction tracking method NITT for
account balance models is proposed in the paper,aiming to track the main fund flow of a specific target account model address.
Compared with traditional methods,the proposed method introduces a temporal strategy to reduce the graph data size. It also fil-
ters out more influential and important account addresses by using a multiple weight assignment strategy. Experimental results on
real datasets show that the proposed method has greater advantages in terms of effectiveness,generalizability and efficiency.

Keywords Blockchain, Anonymous transaction tracking, Account balance model.,Node influence
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1. create a empty listall_paths for storing all paths and LR;

2. let Q be queue

3. Q. append( (initial_node.[ ],0))

4. definedepth_limit / * BR il 48 R IR x /
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i=o

4. initialize %I‘Ri =0

5. define a functiondfs(node, path,lr_sum,depth_limit)

6. path. append(node)

7. Ir_sum += LR[node] /* LR{ERF * /

8 if k"'=0 or depth_limit=1t / * WIS 2§37 & 09 A F o e
KB RIRERS > /

9. all_paths. append((path[ : ].lr_sum))
10, else

11. dfs(neighbor, path,Ir_sum,depth_limit)
12.  endif

13. endfunction

14. path. pop() / = B 27557 S ML R R = /
15. Ir_sum -= LR[node]/ * LR {2 * /

6. dfs(initial_node, path,lr_sum,depth_limit)
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A BR LT LS $E DFS, 7ES92 PRI A, 7T UAR 4 B4 15 20 ok
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A 38 B 45N T Y X B 32 5 38 RO 4 B
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Table 2

&t L
Comparison of average detection results of various

Ethereum transaction tracking algorithms

Output Tracing Time
Models Recall , |
nodes/pcs depth/hop  consumption/s
BFS 0.7869 35260 4 352
Poison 0.7523 31850 4 541
Tracer 0.8835 3480 42 213
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