wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

ERA VIR AR R S R ik
FMHBR, BRI, B3N, ER, FLUER

5IAEX

FMEEB, &R, #30K, BR, 4R RANPHERIIZARSGRD]. HENRE 2025, 52(7): 13-
25.

SUN Qiming, HOU Gang, JIN Wenjie, HUANG Chen, KONG Weigiang. Survey on Fuzzing of Embedded
Software [J]. Computer Science, 2025, 52(7): 13-25.

BUXEEE (SERXIME IE JIREREEXE)

Similar articles recommended (Please use Firefox or IE to view the article)

ETBEINZEMEHILB MR R EIE AR

Investigation on Load Balancing Strategies for Lattice Boltzmann Method with Local Grid Refinement

HEMREEE, 2025, 52(5): 101-108. https://doi.org/10.11896/jsjkx.241100169

Python N AR IBNLZ S MESTIERR
Empirical Security Study of Native Code in Python Virtual Machines
HHEHEIE, 2022, 49(6A): 474-479. https://doi.org/10.11896/jsjkx.210600200

LAKISolidity B 8E & £0imimta N 77 % 4mik
Overview of Vulnerability Detection Methods for Ethereum Solidity Smart Contracts

HENRS, 2022, 49(3): 52-61. https://doi.org/10.11896/jsjkx.210700004

—FESAADLEZRBR ARG T R ER SITETTE
Embedded Software Reliability Model and Evaluation Method Combining AADL and Z
IHEHEIE, 2019, 46(8): 217-223. https://doi.org/10.11896/j.issn.1002-137X.2019.08.036

MR A R TR B EThRE M RIGIEN T 2 CH
Tool Implementation of Non-functional Verification for Component-based Embedded Software
Designs

ITEMELEE, 2010, 37(8): 156-163.


https://www.jsjkx.com/CN/10.11896/jsjkx.240800068
https://www.jsjkx.com/EN/10.11896/jsjkx.240800068
https://www.jsjkx.com/CN/10.11896/jsjkx.241100169
https://doi.org/10.11896/jsjkx.241100169
https://www.jsjkx.com/CN/10.11896/jsjkx.210600200
https://doi.org/10.11896/jsjkx.210600200
https://www.jsjkx.com/CN/10.11896/jsjkx.210700004
https://doi.org/10.11896/jsjkx.210700004
https://www.jsjkx.com/CN/10.11896/j.issn.1002-137X.2019.08.036
https://doi.org/10.11896/j.issn.1002-137X.2019.08.036
https://www.jsjkx.com/CN/Y2010/V37/I8/156

http: /www. jsjkx. com

+ #u £
O tﬁlm w;tc? DOI: 10. 11896/jsjkx. 240800068

/o

BRI AR M T I 3R 4R ik

FNVHERT & ORI' B E ORT L4
1 AEBIRFHREFR LT K& 116620
2 e TR/ A 100190

(1zdz@mail. dlut. edu. cn)

H E BAXKMHONECS 2R ATEAGEL MEMR HERNEBEFEELLMNLRAL. BEFD &S %0 %K. B

B et RIS A SAXKB LA RALEFERTE, BRSSO R TN RE R BB ADERKE
B AE M XK RAAGTER, BNCRTEA TEEIAKXKSFORRARLIN, LPHEENBTHEMMNAERK FAKXEL

AR R LR MR T HRAXKEEHMNRGAR, SH T AR RO RE A @0 IE; K5, RARA

BT SN XA KA BT Ik e 285 ik, 36 A AL N K Ao B T 45 69 AL K R B . AT T SN XA AL

KARBITREAGRALT EFR BT AETHROGERT &,

SR BN R B AR A G R R AR K R T A A6 B R,

RESZES TP309

Survey on Fuzzing of Embedded Software
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Abstract Embedded software is now widely used in various safety-critical systems,such as national defense,aerospace,and IoT
communications, which face increasingly severe security challenges. Therefore,it is crucial to quickly identify and fix security vul-
nerabilities in embedded software. Fuzz testing, as an efficient software testing technique, can automatically generate a large
amount of random data to test the reliability of software systems and has gradually been applied to the discovery of vulnerabilities
in various embedded software. This paper first introduces the concepts of fuzz testing,embedded systems,and their firmware de-
vices. Then,it provides an overview of the fuzz testing process for embedded software,analyzes the differences from traditional
software fuzz testing and the faced challenges. Following that, it systematically introduces the current research status and main
methods of fuzz testing for embedded software.including direct fuzz testing and simulation-based fuzz testing. Finally. this paper
discusses optimization methods that can be used to improve the effectiveness of embedded software fuzz testing and looks ahead to
potential future technological directions.

Keywords Embedded software, Firmware devices,Security vulnerability.Direct fuzz testing,Simulation-based fuzz testing
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Table 1 Various types of embedded devices and their comparisons
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Table 6 Full simulation fuzzing methods
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Fig. 3 Basic process of MMIO-based modeling method
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