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Survey of Security Research on Multimodal Large Language Models

CHEN Jinyin'?, XI Changkun' ,ZHENG Haibin""** ,GAO Ming' and ZHANG Tianxin'
1 College of Information Engineering,Zhejiang University of Technology, Hangzhou 310023, China
2 College of Computer Science and Technology College of Software,Zhejiang University of Technology,Hangzhou 310023, China

3 Key Laboratory of Data Protection and Intelligent Management, Ministry of Education,Sichuan University,Chengdu 610000, China

Abstract With the rapid development of large language models, multimodal large language models have garnered attention for
their outstanding performance across various modalities,such as language and images. These models have not only become valua-
ble assistants in daily tasks but are also gradually penetrating major application areas,such as autonomous driving and medical
diagnosis. Compared to traditional large language models, multimodal large language models possess enormous potential and chal-
lenges due to their closer alignment with real-world applications involving multiple resources and the complexity of multimodal
processing. However, research on the vulnerabilities of multimodal large language models is relatively limited,and these models
face numerous security challenges in practical applications. This paper aims to provide a comprehensive survey of the security as-
pects of multimodal large language models, particularly large vision-language models. Firstly, the basic structure and development
history of multimodal large language models are summarized. Then, the causes of security risks throughout the full lifecycle of
these models are discussed.and the correlations between model structure and security risks are analyzed. Next. this paper system-
atically summarizes current efforts in evaluating the security of multimodal large language models in terms of image and text se-
curity,including model hallucinations, privacy security,bias,and robustness. Attacks on multimodal large language models are di-

vied into jailbreak attacks,adversarial attacks,backdoor attacks,and poisoning attacks. Furthermore, the paper provides a compre-
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hensive overview of a range of trustworthy enhancement methods addressing threats such as hallucinations, privacy leaks,and bias

in multimodal large language models,as well as defense mechanisms against malicious attacks on the models. Finally, the main op-

portunities and challenges in the security research of multimodal large language models are discussed,and guidance and recom-

mendations are provided for researchers in the complex applications and research areas of multimodal large language models.
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Table 2 Summary of attacks in the stage of designing models
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