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1 School of Information Science and Engineering, Hebei University of Science and Technology, Shijiazhuang 050018, China
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Abstract Existing methods aim to accurately identify the starting points of taint analysis by recognizing intermediate taint
sources and filter safe command hijacking points in certain cases to streamline endpoint analysis, thus reducing the paths to be
analyzed and shortening vulnerability mining time. However, these methods spend excessive time identifying intermediate taint
sources and fail to fully filter safe dangerous function call points, leading to prolonged overall vulnerability mining times. The
ALTSDF scheme addresses these issues by accurately identifying intermediate taint sources and dangerous function locations. To
quickly and accurately identify intermediate taint source as the starting point for taint analysis, it collects the parameter strings
used at different call sites of each function to form its parameter string set. We then calculate the proportion of this set that over-
laps with the shared keyword set. Functions are ranked in descending order of this proportion— the higher the proportion, the
more likely the function is an intermediate taint source. When filtering safe dangerous function call points.,it statically back-traces
parameter types to exclude points where the parameter source is a constant, thus avoiding safe command hijacking and buffer
overflow points. To reduce the time spent identifying intermediate taint sources, minimize taint propagation paths to dangerous

function calls,and shorten the analysis time,thus speeding up vulnerability discovery. Testing on embedded Web programs in 21
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real device firmwares show that ALTSDF significantly reduces the time spent on intermediate taint source inference compared to

the FITS tool. It also reduces the taint analysis path by 8% compared to CINDY and ultimately reduces vulnerability mining time

by 32% compared to the combined solution of SaTC with FITS and CINDY. These results demonstrate that ALTSDF acce-lerates

the identification of vulnerabilities in firmware embedded Web programs.
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. sre = (char * )sub_2BABC(al."ssid", &unk E35DC);
JfC * sre) |

strepy(s,sre) ;

W o

strepy(dest, sre) 3

33

Ca) TR0 2% oo IX 345 4 36 TR 7 4]

1.v2 = (char *)sub_2BABC(al,“deviceld”, & unk_EFC98) ;
2.v6 = (char *)sub_2BABC(al,*password”, & unk_DCA470) ;
3.v7 = (char * )sub_2BABC(al,“username”, & unk_DC470) ;
4.v9 = (char *)sub_2BABC(al.“speed_dir”.“0”);

5.2 = (char * )sub_2BABC(al,“mac”, & unk EDB68) ;

Cb) v (6] 775 45 U5 FH 7 161
BT A I 5 3008 16 I o ) % e DX #3441

Fig. 1 Example of buffer overflow vulnerability reaching dangerous

function from intermediate taint source
Netgear B R6400 I 4% 5 httpd 2 % B9 5 4% 110 HS A
B 2 fiE 3 s,

.int sub_7E49C(int al) {

system(“/usr/bin/killall—9 bftpd 2> /dev/null”) ;
v6="“bftpd—D—c /tmp/bftpd. conf &7

1

2

3

4

5. system(v6) ;
6.}

7.int sub_9322C0O{

8 sprintf( &.v1,“bzip2 —d%s”,“/tmp/langtbl. bz2”) ;
9 system( (const char * ) &vl);

10.

11.}

2.1int sub_3C53C(char * al.int a2){

13.

—

14. (] stremp(v34.“dmz_enable”)){

15. vi=1;
16.  }

17.  else{
18. vi=0;
19. )

20.  sprintf(v39,“nvram set % s= %d”,“fw_dmz_enab” ,v7);

o

1. system(v39);

N

o Do
w

Pl 2 24 i i 4 B4 2 ol 00 R 1]
Fig.2 Example of safe command hijacking class function call
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1. char sub_FBEO(char * al,int a2,int * a3,int a4) {
2. e

3. if € stristr(v22,“www. routerlogin. net”) ) {
4, v23="www. routerlogin. net”;

5. }

6. else!

7. v23="routerlogin. com”;

8. }

9. strepy(dest, v23) 5

10, eeeeen

11.  strepy((char * ) &.v303,“Chinese”) ;

12, eeeeen

13.}

Bl 3 Ze 4 028 vh DX 368 25 ek 00 FH R B3]
Fig. 3 Example of safe buffer overflow class function call
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Fig.4 Architecture of ALTSDF
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1. funcList<—extract_functions_from(binProg)

2. PotentialSources<[ ]

3. for each func in funcList do

4. if isStandardLibraryFunction(func. name) then

5 func. KwdRatio<0
6 continue

7. endif

8 if func. callCnt == 0 then
9

func. KwdRatio<-0

10. continue

11.  end if

12. if func. unigParamCnt == 0 then
13. func. KwdRatio<-0

14. continue

15.  end if

16. KwCnt<0

17.  for each paramStr in func. uniqParamList do

18. if paramStr in KwsFrontend then
19. KwCnt<-KwCnt+1

20. end if

21.  end for

22.  func. KwdRatio<-KwCnt/len(KwsFrontend) / » % b % 2 5
TR B AT L SRS T+ /
23. end for
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HEF) * /
5. PotentialSources<—funcList[ :3]
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Table 1  Comparison of intermediate taint source inference results
“¥ B4 L VI N S e
Tenda AC15_V15.03.05.18 httpd sub_2babce 2 00:04:53 3 12:54:59
Tenda AC18_V15.03.05.05 httpd sub_2b884 2 00:05:50 3 12:44.32
Tenda AC9_V15.03.05. 14 httpd sub_2b9fc 2 00:05:37 3 12:49.27
Tenda AC6_V15.03.05.16 httpd sub_2b7c4 2 00:05:27 3 12:52:26
D-Link DIR868LA1_FW112h04 cgibin getenv 1 00:01:37 03:36:50
D-Link DIR8SOA1_FWI107WWh08 cgibin getenv 1 00:01:45 03:44:00
D-Link DIR885LA1_FW113h03 cgibin getenv 1 00:01:50 02:20:48
D-Link DIR890LA1_FW111b01 cgibin getenv 1 00:01:42 03:41:39
D-Link DIR895LA1_FW113b03 cgibin getenv 1 00:01:55 01:16:45
NETGEAR AC1450-V1.0.0. 36 httpd sub_1654c¢ 1 00:05:47 3 18:04:15
NETGEAR R6200v2-V1.0.3.12 httpd sub_15¢34 1 00:05:49 3 11:15:26
NETGEAR R6300v2-V1.0.4.18 httpd sub_17190 1 00:04:45 1 15:52.:43
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NETGEAR R6400v2-V1.0. 2. 46 httpd sub_18764 1 00:24:19 1 19:24.22
NETGEAR R6700-V1.0. 1. 36 httpd sub_19164 1 00:37:34 1 21:46.05
NETGEAR R7000P-V1.3.0.8 httpd sub_19090 1 00:37:10 1 20:48.08
NETGEAR R7300-V1.0.0.56 httpd sub_18128 1 00:25:50 1 16:49:51
NETGEAR R7900-V1.0.1. 26 httpd sub_183b8 1 00:27:20 1 17.04:43
NETGEAR R8000-V1.0.4.4 httpd sub_184c0 1 00:26:15 1 17:28:39
TP-Link Archer_C3200v1_0.9.1_0.1 httpd sub_ad58 1 00:00:57 1 00:03:24
TP-Link TX-VG1530V1 httpd sub_131d8 1 00:01:11 1 00:03:15
Cisco RVI130X_FW_1.0. 3. 44 httpd sub_1d170 1 00:03:36 2 05:18:23
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Table 2 Results of manual analysis on secure identification of
dangerous function call points in the NETGEAR R6300

router firmware
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Table 3 Comparison of the number of dangerous function call points and the number of taint propagation paths

[ERGEY: Savrspr/ ™ Scinpy /4

Parrspr/ 1 Penpy /™

Rs/% Rp/%
R#EE cmdi bof 4t cmdi bof At cemdi bof At cmdi bof A1t

Tenda(4) 128 723 851 135 1189 1324 36 357 5671 6028 369 6155 6524 8
D-Link(5) 15 151 166 45 273 318 48 55 361 416 113 361 474 12
NETGEAR(9) 324 7008 7332 670 10681 11351 35 4875 24522 29397 5616 26131 31747 7
TP-Link(2) 0 3 3 0 6 6 50 0 3 3 0 3 3 0
Cisco(1) 3 83 86 4 160 164 48 18 168 186 19 266 285 35
&t 470 7968 8438 854 12309 13163 36 5305 30725 36030 6117 32916 39033 8
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Fig.5 SaTC taint propagation path merging strategy
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Table 4 Comparison of vulnerability detection effect

e ALTSDF SaTC_FC
H;‘ii EZVES RIS ETVES /A
cmdi bof a1t cemdi bof 4t cmdi bof &3t cmdi bof 43t
Tenda(4) 3 107 110 3 86 89 4 107 111 3 80 83
D-Link(5) 0 20 20 0 5 5 0 17 17 0 5 5
NETGEAR(9) 28 915 943 1 196 200 84 1018 1102 4 225 229
TP-Link(2) 0 0 0 0 0 0 0 0 0 0 0 0
Cisco(1) 0 5 5 0 0 0 0 27 27 0 5 5
At 31 1047 1078 7 287 294 88 1169 1257 7 315 322
ALTSDF SaTC_FC ALTSDF SaTC_FC
20 274 48 20 274 741
(a) (b)
& 6 B I A0 T A 25 S DU L
Fig. 6 Comparison of overlap and difference of the number of actual vulnerabilities
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Table 5 Comparison of vulnerability detection time
E 5 ALTSDF SaTC_FC
) . R/ %
& & Tirs/s Temai/s Tyot/s  Tavrspr/s  Tirs/s Temdi/s Tyot/s  TaLtspr/s

Tenda(4) 1307 34525 115108 150940 184 884 34199 151178 370261 59
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