wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BEFRUSHESHERIREMSNRRENS
[Bi%, K5, R, O

5IAEX

B%, K, g%, B0E ETROESHEZSEEFSIERERSIRRCNTEN]. HENRZE
2025, 52(9): 368-375.
ZHOU Tao, DU Yongping, XIE Runfeng, HAN Honggui. Vulnerability Detection Method Based on Deep
Fusion of Multi-dimensional Features from Heterogeneous Contract Graphs [J]. Computer Science,

2025, 52(9): 368-375.

BUXEEE (SERXIME IE JIREREEXE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETFEERNNSEHSERINERUFEIGE

Graph Attention-based Grouped Multi-agent Reinforcement Learning Method
IHEHEIE, 2025, 52(9): 330-336. https://doi.org/10.11896/jsjkx.240700107

THEMERGRTRIBRD XKITIE

Sentiment Classification Method Based on Stepwise Cooperative Fusion Representation

HEMREEE, 2025, 52(9): 313-319. https://doi.org/10.11896/jsjkx.240700161

EFRXIMERE S 5ER R EIERNE FRIDHEERTE
Collaboration of Large and Small Language Models with Iterative Reflection Framework for Clinical
Note Summarization

HEHNRIE, 2025, 52(9): 294-302. https://doi.org/10.11896/jsjkx.241000114

ETREARXREN AR TN
Proxy-based Bidirectional Coin Mixing Mechanism of Blockchain

HENRIE, 2025, 52(8): 385-392. https://doi.org/10.11896/jsjkx.240600079

BT SR BRN SR G RN R B R IR AR
Cross-domain Aspect-based Sentiment Analysis Based on Pre-training Model with Data Augmentation

HEHRIE, 2025, 52(8): 300-307. https://doi.org/10.11896/jsjkx.240900114


https://www.jsjkx.com/CN/10.11896/jsjkx.241000007
https://www.jsjkx.com/EN/10.11896/jsjkx.241000007
https://www.jsjkx.com/CN/10.11896/jsjkx.240700107
https://doi.org/10.11896/jsjkx.240700107
https://www.jsjkx.com/CN/10.11896/jsjkx.240700161
https://doi.org/10.11896/jsjkx.240700161
https://www.jsjkx.com/CN/10.11896/jsjkx.241000114
https://doi.org/10.11896/jsjkx.241000114
https://www.jsjkx.com/CN/10.11896/jsjkx.240600079
https://doi.org/10.11896/jsjkx.240600079
https://www.jsjkx.com/CN/10.11896/jsjkx.240900114
https://doi.org/10.11896/jsjkx.240900114

http: /www. jsjkx. com

+ #u £
O tﬁlm suj‘u:? DOI: 10. 11896/jsikx. 241000007

ETRUAABESEERFEREME NIRRT E

B # #ik¥E #EE SakE
dET b AFITENFR b 100124
(zhoutao_work(@163. com)

W E FRSUHAERRBLAFIPHTHIRD, EAFRTERALELBRHEMX KA LA EX TR, KW, B8
%’ A B 29 T TR AG ) AR AT s A AR R B AR AR A AR B AR R FF A, S R —HATAMAELE S

HEFIERERESNRFENT E, BAATFREHOBFEZORDRETHRLE RARD IR A BFUBE RS X A
BEE AP EEFTHAFHNEHA, ﬁ'—«kvu/\Eﬁk)\J}idivJ\lU’xﬂz%ﬁvllfﬁiﬁimxfu;hﬂi"‘“ﬁté\f’]l%vllUﬂLﬁé%ﬂ"Fﬂ:‘?%.i

W H g EE SR T, z;y:)‘,mi’rxi)?:vr?ﬁ@/iai]ﬂé BEabEmA A E TR GH EFE,AFIZGRRAEN, 4
T RF EA R R REAN, ﬁfr#mﬁfk%%ﬁiﬁfumﬂtmziﬁ?ﬁﬁfr%ﬂ’r Fl & 4-F A& T 77, 72A,E#Eé@ﬂ&%ﬁun¢<
iéﬁﬁoﬂr}i%%z&& F1 14 %% % 4 3] 84. 88A,$x4%9/@é’3«7s BEFIFEmaBimidn ks NRAT 10.62% F 22.34% ., P
RAFARRSGTAMNGZE A, mBBEFTH EFERY T A5 TN GRE, A TS H %4 ‘Ti#m@ii’siﬁ’r
FERTE,

KA . FRASL;MINEEAN  BHANHEE ML RALN; R 3k4
FESES TP309

Vulnerability Detection Method Based on Deep Fusion of Multi-dimensional Features from
Heterogeneous Contract Graphs

ZHOU Tao,DU Yongping . XIE Runfeng and HAN Honggui
College of Computer Science,Beijing University of Technology, Beijing 100124, China

Abstract Smart contracts are pieces of code that execute automatically on the blockchain,and the safety problem is critical due to
their irreversibility and close links to financial transactions. However,the current smart contract vulnerability detection technolo-
gy still faces problems such as low feature extraction efficiency,low detection accuracy,and over-reliance on expert rules. In order
to solve these problems,this paper proposes a vulnerability detection method based on multi-dimensional feature deep fusion of
heterogeneous contract graph. Firstly,the code of smart contract data is denoised,and the data set is expanded by data enhance-
ment method of code function exchange,and represented as heterogeneous contract graph. Secondly, the high-dimensional seman-
tic representation of nodes in the smart contract graph is efficiently obtained by combining graph embedding technology and code
pre-training technology. Finally.the dual heterogeneous graph attention network is designed to deeply integrate the node features
learned in two dimensions to achieve more accurate vulnerability detection. The experimental results for different types of vulner-
abilities show that the overall performance of the proposed method has been improved,and the average F1 index is higher than
77.72%. In the case of denial of service vulnerability detection,the F1 value is up to 84. 88 % , which is significantly improved by
10.62% and 22. 34 % compared with the traditional deep learning method and the graph topology detection method respectively.
The proposed method not only improves the detection efficiency and accuracy,but also reduces the dependence on expert rules by
learning node characteristics, providing a more reliable guarantee for the security of smart contracts.

Keywords Smart contract, Pre-trained model, Graph embedding,Graph attention network, Vulnerability detection,Blockchain
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Fig. 1 Multi-dimensional feature fusion vulnerability detection method based on heterogeneous contract graph attention network
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MFHGA-L(Ours) 79.16 79.76 79.76 84.22 84.37 80.72
MFHGA-N(Ours) 79. 64 80. 37 82.58 84. 88 83.97 82. 41

4.3.2 WmEE
1) [ A5 AE 5 5K s %) 14 B 139 5% iy
R T MR TRV R AT 1 G SR W X A AR A 0 2SR 19 5 i L A
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o T PRT i A DO 248 24 e P 5 4 R AR 7 AT R 4G DU
w/0_GNNF FRA SCI7 I B T PR A Bl 28 ) 2% K% il
B B AR Y A5 SCAR AR E HE AT s A
Node2vec(only) , Metapath2vec Conly) #1 LINE Conly) 3
TR R AR SCT5 W B AR Bl A AL A AT 3 AR W) B 1 ik

#3
Table 3
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Ablation experiment results of using different feature fusion strategy for reentrancy vulnerability,access

control vulnerability and arithmetic logic vulnerability

%)
. TENRH Vi 1 4 %) R HAREZE R

Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1
MFHGA-N(Ours) 77.53 79.13 80.16 79.64 75.93 80.54 80.20 80.37 75.96 80.55 84.71 82.58
MFHGA-M(Ours) 71.59 76.23 79.29 77.73 73.73 77.39 78.05 77.72 74.16 79.78 79.50  79.64
MFHGA-L(Ours) 74.36  74.12  84.94 79.16 74.73 77.66 81.98 79.76 75.66 76.85 82.90 79.76
MFHGA-N w/o_CF 74.66  78.37 80.89 79.61 73.87 78.73 77.74 78.23 72.34 78.92 79.12 79.02
MFHGA-M w/o_CF 69.60 72.91 67.46 70.08 66.52 68.64 61.98 65.14  65.51 61.8 67.36  64.46
MFHGA-L w/o_CF 71.37 76.04  72.45 74.2 72.45 77.5 74.27 75.85 72.82 77.71 74.63  76.14
MFHGA w/o_GNNF 70.90  75.91  72.43 74.13 72.82 75.72 78.03  76.86 73.2 77.88 76.95 77.41
Node2vec(only) 54.44 55.85 57.12 56.48 54.18 58.35 50.92  54.38 58.2 59.34  57.59  58.45
Metapath2vec(only) 58.49  59.68 48.66 53.61 60.58 60.46 65.31 62.79  58.86 61.1 79.83  69.22
LINE(only) 54.13  64.32 72.17 68.02 52.73 56.55 82.52 67.11 56.23 60.73 81.50  69.60
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Table 4 Ablation experiment results of using different feature fusion strategy for denial of service vulnerability,
front running vulnerability and timestamp vulnerability
%)
. 1B %6 IR 4 i T 5 i R i 18] B R
Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1

MFHGA-N(Ours) 82.82 81.25 88.85 84.88 81.18 78.29 90.54 83.97 79.45 82.06 82.76 82.41
MFHGA-M(Ours) 78.12 82.09 80. 54 81.31 76.72 71.03 93.42 80.7 76.44 71.53 92.91 80. 83
MFHGA-L(Ours) 81.57 84.94 83.51 84.22 82.25 82.22 86. 64 84.37 75.00 78.12 83.50 80.72
MFHGA-N w/o_CF 79.57 82.66 80. 64 81. 64 78.81 81. 37 79. 86 80.61 75.18 80.13 79.83 79.98
MFHGA-M w/o_CF 67.23 63.10 73.54 67.92 61.91 61.91 75.89 68.19 68.97 61.48 67.26 64. 24
MFHGA-L w/o_CF 80. 67 83.12 77.16 80.03 81.13 82.43 85. 26 83.82 73.14 78.54 76. 86 77.69
MFHGA w/o_GNNF 75. 64 79.92 77.52 78.7 75.85 74.72 79.15 76.87 72.91 77.72 75.80 76.75
Node2vec(only) 49,17 54.75 51.51 53.08 48.09 49.77 49.31 49. 54 56.18 58.09 54.52 56. 25
Metapath2vec(only) 63.23 70.11 63.92 66. 87 59.04 62.41 62.51 62. 46 58.91 63.21 60.47 61.81
LINE(only) 56.67 55.49 92.55 69. 38 56.38 63.35 78.69 70.19 54.18 61.59 76.60 68. 28
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Table 5 Experimental results of using different pre-trained models to generate text features for reentrancy vulnerability,
access control vulnerability and arithmetic logic vulnerability
%
. TEN R 7 14 4% ) i R H A R R
3
= Ace Pre Rec F1 Ace Pre Rec F1 Ace Pre Rec F1
MFHGA-M+ CodeBERT(Ours) 71.59 75.23 80. 40 77.73 73.73 77.39 78.05 77.72 74.16 79.78 79.50 79. 64
MFHGA-L+ CodeBERT(Ours) 74.36 74.12 84.94 79.16 74.73 77.66 81.98 79.76 75.66 76.85 82.90 79.76
MFHGA-N+ CodeBERT(Ours) 77.53 79.13 80. 16 79. 64 75.93 80. 54 80. 20 80.37 75.96 80.55 84.71 82.58
FHGA-M 70.71 76.07 77.50 76.78 71.34 76.24 75.76 76.00 73.28 79.51 77.48 78.48
+BERT (—0.88) (40.84) (—2.900 (—0.95) (—2.39) (—1.15 (—2.29) (—1.72) (—0.88) (—0.27) (—2.02) (—1.16)
FHGA-L 73.45 74.75 81.52 77.99 73.52 70.11 81.37 75.32 74.23 76.95 79.93 78.41
+BERT (—0.91) (—0.63) (—3.41) (—1.17) (—1.21) (—7.55) (—0.61) (—4.44) (—1.43) (+0.100 (—2.97) (—1.35)
FHGA-N 74.62 71.27 82.93 76. 66 74.91 75. 60 76.73 76.16 74.69 76.51 80. 55 78.48
+BERT (—2.91) (—7.86) (+2.78) (—2.98) (—1.02) (—4.94) (—3.47) (—4.21) (—1.27) (—4.04) (—4.16) (—4.10)
FHGA-M 72.13 76.68 69.73 73.04 69. 95 72.21 69. 81 70.99 70.45 74.78 68.33 71.41
+GraphCodeBERT (+0.54) (+1.45) (—10.6) (—4.69) (—3.78) (—5.18) (—8.24) (—6.73) (—3.71) (—5.00) (—11.2) (—8.23)
FHGA-L 72.70 71.18 82.96 76.62 72.30 77.30 81.05 79.13 74.10 76.01 78.55 77.26
+ GraphCodeBERT (—1.66) (—2.94) (—1.98) (—2.54) (—2.43) (—0.36) (—0.93) (—0.63) (—1.56) (—0.84) (—4.35) (—2.50)
FHGA-N 76.52 76.21 78.90 77.53 76.22 78. 48 76.66 77.56 75.63 81.37 79.47 80. 41
—+ GraphCodeBERT (—1.01) (—2.92) (—1.26) (—2.11) (—0.29) (—2.06) (—3.54) (—2.81) (—0.33) (—0.82) (—5.24) (—2.17)
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Table 6 Experimental results of using different pre-trained models to generate text features for denial of service vulnerability,
front running vulnerability and timestamp vulnerability
%)
- B 4 R4 0 R T # 3 i J8] B i 9
=
Acc Pre Rec F1 Acc Pre Rec F1 Acc Pre Rec F1
MFHGA-M+ CodeBERT(Ours) 78.12 82.09 81.33 81.71 76.72 71.03 93.42 80.70 76. 44 71.53 92.91 80. 83
MFHGA-L+ CodeBERT(Ours) 81.57 84.94 81.57 83.22 82.25 82.22 86. 64 84.37 75.00 78.12 83.50 80.72
MFHGA-N-+CodeBERT(Ours) 82.82 81.25 82.52 81.88 81.18 78.29 90. 54 83.97 79.45 82. 06 82.76 82.41
76.41 71.47 78.19 74.68 75.05 70.17 89. 05 78.49 74.32 70. 63 88.57 78.59
FHGA-M+BERT
(—1.71) (—10.6) (—3.14) (—7.03) (—1.67) (—0.86) (—4.37) (—2.21) (—2.12) (—0.90) (—4.34) (—2.24)
80.77 78.89 81.55 80. 20 81.22 76.53 89.48 82.50 75.92 72.41 84. 64 78.05
FHGA-L+BERT
(—0.80) (—6.05) (—0.01) (—3.02) (—1.03) (—5.69 (+2.84) (—1.87) (+0.92) (—5.71) (+1.14) (—2.67)
80. 88 77.43 80. 47 78.92 79.18 75.30 82.95 78.94 77.19 74.91 88.52 81.15
FHGA-N+BERT
(—1.94) (—3.82) (—2.05 (—2.96) (—2.00) (—2.99) (—7.59) (—5.03) (—2.26) (—7.15) (—5.76) (—1.26)
71.67 75.97 69. 87 72.79 72.13 71.68 85. 64 78.04 71.09 75.31 83. 36 79.13
FHGA-M+ GraphCodeBERT
(—6.45) (—6.12) (—1.47) (—8.92) (—4.59) (+0.65) (—7.78) (—2.66) (—5.35) (+3.78) (—9.55) (—1.70)
81.94 82.48 78.21 80. 29 80. 85 82.67 79.57 81.09 73.09 77.70 72.61 75.07
FHGA-L+ GraphCodeBERT
(+0.37) (—2.46) (—3.35) (—2.93) (—1.40) (+0.45) (—7.07) (—3.28) (—1.91) (—0.42) (—10.89) (—5.65)
80. 47 80. 86 82.33 81.59 79.35 78.87 81.41 80.12 77.21 80. 36 81.98 81.16
FHGA-N-+ GraphCodeBERT
(—2.35) (—0.39) (—.019) (—0.29) (—1.83) (—0.58) (—9.13) (—3.85) (—2.24) (—1.70) (—0.79) (—1.25)

ffi F CodeBERT 1 Jy 37 A5 SCAS R AiF A5 B i), 3% {4 A5 Y
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374 Com puter Science MBI Vol. 52,No. 9,Sep. 2025

F CodeBERT # A 14 fi6 W 2 ; ffi F§ GraphCodeBERT 1 2 7 3 PO IR 2 AT W R A O L S L D VT 2 M R E SRR
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Table 7 Ablation experiment on whether to denoise for reentrancy vulnerability.access control vulnerability and arithmetic logic vulnerability

%)
EERS R 7 17 4 4 3 R H A% R
y Lo 4 5
m= ERA Pre Rec F1 Pre Rec F1 Pre Rec F1
MFHGA-N(Ours) 71.79 74.81 73.27 73.32 75.55 74.42 71.52 77.06 74.19
MFHGA-M(Ours) X 66. 20 78.93 72.01 68.90 72.76 70.78 70.02 72.83 71.40
MFHGA-L(Ours) 68. 64 72.62 70.57 72.44 69. 50 70.91 70.46 68. 83 69. 64
MFHGA-N(Ours) 77.53 80.16 79.64 75.93 80. 20 80. 37 75.96 84.71 82.58
MFHGA-M(Ours) N 71.59 79.29 77.73 73.73 78.05 77.72 74.16 79.50 79.64
MFHGA-L(Ours) 74.36 84. 94 79.16 74.73 81.98 79.76 75.66 82.90 79.76
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